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BBenoeHue

Cuctema pesepBHOro konvpoBaHus RuBackup no3BonsieT BbINONHATH
NnosfHoe, MHKpeMeHTanbHoe unn auddepeHumansHoe pesepBHOE KOMMpoBaHWe
NoSQL CYB[ Redis.

MonHoe pe3epBHOEe KonupoBaHue — 3TO CO3aaHMe pesepBHoﬁ
KOnmnn BCEX AaHHbIX U3 MCXOOHOIo Ha6opa, He3aBMCMMO OT TOro, M3AMEHAITUCb

AaHHbIe U HET C MOMEHTA BbIMOSIHEHUS NOCnegHeN NOSTHOMN pe3epBHOM KOMUM.

OunddepeHumnansHoe pe3epBHOE KONMUPOBaAHUE COXPaHSAET TOSbKO
AaHHble, N3MEHEHHbIE co BpEMEHMU BbIMOSIHEHNS npeablayLiero

MOHOrO PE3epPBHOI0 KOMMPOBaHMS.

MHKpemeHTanbHOe pe3epBHOe KOMUPOBaHWE COXpaHseT TOJNbKO
[laHHble, U3MEHEHHbIE CO BPEMEHW BbINONHEHNS NpeablayLlet UHKpeMeHTanbHow
pe3epBHON KOMWU, a ecrnv TaKoW HET, TO CO BPEMEHW BbINONHEHUs MOCNeaHel

NOJSTHOWN pe3epBHON KOMUMU.

[nsa BbINOMHEHUSA Pe3epBHOrO KOMMPOBAHWUS BUPTYarbHbIX MalUWH Ha XOCT,
roe yctaHoBneH Redis, TpebyeTtca yctaHoBuTb knueHTa RuBackup n mogynb

redis onsa knneHTta RuBackup.

PesepBHOe KOonMpoBaHUe BLINOMHAETCA MO 3apaHee 3aJaHHbIM npaBuiiam
B rmobanbHoM pacnucaHmm RuBackup. KnueHTy OoCTynHO Cpo4yHoe pe3epBHOE
kKonupoBaHue ak3emnnspa CYB[, HO B 9TOM cnyyae BbIMOMHAETCS MOfHOoe

pe3epBHOE KonmpoBsaHmne Bbl6paHHOFO pecypca.

BoccTtaHoBneHne pesepBHOW KOMMM BO3MOXHO MO MHMUMATUBE KIMEHTA.
[na BOCCTaHOBNEHWs [daHHbIX MOMb30oBaTeNb [JOS/DKEH BBECTW MNaporb,
MO3BONSAIOLWNA BbINOMHUTL BOCCTaHOBMEHME. [lonHoe pesepBHOE KOMMpPOBaHWE
MOXET ObITb BbINOSIHEHO C NPUMEHEHUEM CXaTuUs Ha CTOPOHE KIMEHTa MUnu Ha
ctopoHe cepBepa RuBackup, B0O3MOXHO npeobpas3oBaTb pPE3EpPBHYH KOMUn
BblGpaHHbIM anropuTtMom (cM. pasgen “3awuTHoe npeobpasoBaHMe pe3epBHbIX

Konum”).



YctaHoBKa knueHTa RuBackup

[N BO3MOXHOCTU pe3epBHOro KonuposaHusa npu nomowm RuBackup Ha
cepBep OomkeH 6bITb yctaHoBneH knueHT RuBackup. lNogpo6bHo npoueaypa

YCTaHOBKU KITMEeHTa ornncaHa B ((PyKOBO,El,CTBe Nno yCTaHOBKE» RuBackup.

Knnent RuBackup npegctaenser cobor  (POHOBOE  CUCTEMHOE
npunoxeHne (oeMoH wunn cepsuc), obecneumBarollee B3aUMOOENCTBME C
cepsepHon  rpynnuposkon  RuBackup. [Ons  BbINOMHEHMST  pe3epBHOro
konupoBaHne Redis «knneHT RuBackup pomkeH pabotatb OT UMEHMU

cynepnonb3oBatens (root ans Linux 1 Unix).



NMoarotoBka xocta ¢ Redis ans
BbIMOSIHEHUA pe3epBHOro KONMpPoBaHUA
cpeacTtBamu RuBackup

1. YcraHoBka moayna Redis RuBackup
B 3aBMCMMOCTM OT TMNa onepauuoHHOW CUCTEMBI:
# sudo dpkg -i ./rubackup-redis.deb
nnm
# sudo rpm -I ./rubackup-redis.rpm

2. Katanor gnsa co3gaHus pe3epBHbLIX KOMUn W XpaHeHusaA BpPeMEeHHbIX

c¢annos

[Ona co3gaHus pe3epBHbIX KOMUA BUPTYarbHbIX MalUMH U XpaHeHUs
BPEeMEHHbIX hainoB, KOTOpble CO34alTCs NPU UX BOCCTAHOBMNEHUU, TpebyeTcs
onpegenéHHoe npocTpaHCcTBO. PekomeHayeTca BblAENUTb AN 3TOW  LEenu
OTAENbHbIN  OANCK WM YCTPOWCTBO XpaHEHMs [OCTaTOMHOro pasmepa W
npUMoHTMpoBaTh K /redis-backup (Mo k MHOM yagobHOM TOYKE MOHTUPOBAHMUS),
BO n3bexaHue nepenonHeHns cucteMHoro gucka. Heobxogmmo onpeaenvTtb 3TOT
KaTanor Kak 3HayeHuMe napameTpa use-local-backup-directory B
KOH(purypaumoHHom dhamnrne /opt/rubackup/etc/config.file u nepesarpysnTtb KNnMeHT

RuBackup.

B uMCKNUUTENBHBLIX Criyyasx OOnyCcTUMO WUCMOSb30BaHUWE BO3MOXHOCTU
cepepa RuBackup npepoctaBute knueHty NFS kaTtanor gns cosgaHus
pesepBHOM KonuW. [nNs 3TOr0 HyXHO onpefenuTb 3HayeHue napameTtpa
nfs-share-mountpoint, KOTopbIn onpeaensaeT B Kakyt TOYKY (pansioBon CUCTEMBI
Ooynet npumoHTupoBaH NFS katanor. Napametp use-local-backup-directory B
3TOM cny4yae [OfmKeH OblTb OTKMO4YEH, a Ha cepBepe RuBackup npowusBeaeHsl
COOTBETCTBYIOLLME HACTPOVKM AN onpeaeneHna pasgensemMoro katanora. bonee

noapo6bHo cMm. «PykoBoACTBO cUCTEMHOro agMuHucTpatopa RuBackup».



3aliMTHOe rnpeobpa3oBaHMe pe3epBHbIX
KOMUU

Mpu HeobxoaMMOCTHM BaLlLM pe3epBHbIe KOMUM MOryT OblTb NPeobpa3oBaHbl
Ha KnneHTe cpasy Nnocrne BbINOSIHEHUS PE3ePBHOr0 KONMPOBaHUS. Takum obpasom,
KPUTUYHbIE AaHHble ByayT HeAOCTYNHbI ANsS agMuHUcTpaTopa RuBackup unu gns
WHBIX 11U, KOTOpble MOMMK Bbl MONYYMTb AOCTYN K PE3epBHONM KONuK (Harnpumep,
BO BHELLHEM XpaHUIULLIE KapTPUOXKEN NEeHTOYHOM BMBNMOTEKN UNK Ha Nnowanke

npoBanaepa ob6na’yHoOro XxpaHunuLLa aAns Balmnx pe3epBHbIX KOMUIA).

Kntou anst npeobpasoBaHms pe3epBHbIX KOMUIA pacrnonaraeTcsa Ha KIneHTe
B panne /opt/rubackup/keys/master-key. Nonb3oBatens cam OOSMKeH 3agaTtb

KoY annHon 256 éut (32 bawnta).

MpeobpasoBaHne oCyLLecTBnseTcA cneuumanbHoun YTUIINTON
npeobpasoBaHusa rbcrypt. ABTOMaTU4eckoe 3aluTHoe npeobpasoBaHue W
obpaTHoe npeobpasoBaHMe pe3epBHbIX Konun knueHtoMm RuBackup BO3MOXHbI
npu nomoLn knoyven gnmHon 256 6uT, ogHako ytunuta rberyt nogaepxusaer
Knoun gnvHon 128, 256, 512 n 1024 6uta (B 3aBMCUMOCTU OT BblGpaHHOro
anroputma). Ecnu Heobxogumo gns npasuna rnobanbHOro pacnucaHus Bblopatb
0COObIN pexnm npeodbpasoBaHUsi, C ANWMHOWM KIo4va, OTNIMYHOM OT 256 6uT ”n C
KNiO4oM, pacnonaratmolemcs B ApYyroM MecTe, TO Bbl MOXETe BOCMOSb30BaTbCA
BO3MOXHOCTbIO cAenatb 3TO Mpyv MNOMOLUM CKPUMTA, BbIMOSHAKOLWErocs nocne
BbIMOSIHEHNSA PE3EePBHOIO0 KONUPOBaHUA (onpeaensieTcss B npaBune rnobanbHoro
pacnucaHus agMmuHuctpatopom RuBackup). MNpu atom Heobxoaumo, 4ToObl MMS
npeobpasoBaHHOro anna ocTanocb TakMMm Xe, Kak WU paHee, UHade 3ajadva
3aBepnTcs ¢ ownbkon. BeinonHnTb obpaTtHoe npeobpasoBaHMe Takoro channa
nocrie BOCCTaHOBMNEHUS €ro U3 pe3epBHOM KONUKU crieayeT BPYYHY NPy NOMOLLN
yTunuTbl npeobpasoBanna. Mpu Takom pexmme paboTbl HET HEoBXoOUMOCTU
yKasblBaTb anroputM npeobpasoBaHUsA B MpaBusie pe3epBHOr0 KOMMPOBaHUS,
nnbo apxme OyaeT npeobpa3oBaH elé pa3 aBTOMATUYECKM C UCMOSIb30BaAHUEM

macTep-kntoua.



[nsi BbINONHEHMS Npeobpa3oBaHUs 4OCTYMNHbI Criedytowmne anropuTmbl:

HaumeHoBaHue NMoppepxunBaemas MpumeyvaHue
anroputma rbcrypt anuHa kKnova,
ourt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpanHCKMA  HaUWOHarbHbIN
cTaHgapT
OCTY 7624:2014

Kuznyechik 256 Poccurickun  HaumoHanbHbIN
ctangapt MOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Chinese national standard for
Wireless LAN

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256



https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

JlokanbHbIX NUCT OrPaHNYEHUMN

B Tom cnyyae, ecnu kakume-nmbo KOHKPETHble pecypcbl KrMeHTa He
[AOIMKHbI NOMacTb B PE3EPBHYIO0 KOMUKD, X MOXHO BKMOYMUTL B fOKanbHbIA NIMCT
OrpaHNYeHnin Ha KnveHTe. JIMCT orpaHWYeHMin pacnonaratoTcs B KaTanore

/opt/rubackup/etc/rubackup_restriction.list.redis

HaunmeHoBaHune pecypca, Ansi KOTOPOro HET HeOBGXOAMMOCTU BbIMOSHATL
pe3epBHOE KOMMPOBaHWE, AOMKHO ObiTb ykasaHO B OTAENbHOW CTpoke nucTa

OrpaHnYeHunn.

Ansa Toro, 4ToBbI IMCTLI OrpaHUYEHUA UMENN CUny, HeoBXoaUMO BKIHOYNTb
3Ty BO3MOXHOCTb ANS KnMeHTa B KoHdurypaumm RuBackup (cm. PykoBoactso

cucTteMHoro agmuHucTpatopa RuBackup).



Ucnonb3oBaHMe MeHeaxepa
agMmuHucTtpartopa RuBackup

OkoHHOe npunoxeHne “MeHemxkep agmuHucTpaTopa RuBackup” (RBM)
npegHasHadeHo ana obwero agMUHUCTPUPOBAHUA CEepBEPHON PYNNUPOBKK
RuBackup, ynpaBneHusi KnueHTamu pe3epBHOr0 KOMMPOBaHWSA, rnodanbHbIM
pacnucaHmeM pe3epBHOro KOMMPOBAHWUA, XpaHUNULLLAMU pe3epBHbIX KOMWUiA 1 Nnp.
RBM wmMoxeT O6bITb 3anyweHo agMWHUCTPATOPOM Ha OCHOBHOM cepBepe

pesepBHOro konnposaHusa RuBackup.
3anyck MeHepkepa agMmuHucTpatopa RBM:
BapwuaHT 1:
# sudo LD _LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm
BapuaHT 2:
# ssh -X you_rubackup_server
# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm

Kondwrypauwa [MMpocmoTp [JeicTews AHanwTuka WHdopmauus

OfnekThl CTpaterumn TnobaneHoe pacnucaHne RuBackup servers

ObbexT OnucaHue
* [pynnel KAKEHTOR
+ dev

alt-linux.localdomain
astra

centos

docker

pg-test

rubackup
small
test

[na pesepBHoro konnpoBaHna Redis Ha xocTe AomkeH OblTb YCTAHOBMEH
knueHT RuBackup n moaynb, obecnednBatowmn pesepsHoe konuposaHue Redis.
KnueHT pomkeH ObiTb aBTOpM3oBaH agmuHucTpatopoM RuBackup (cm.pasgen

“KnneHTtbl” MeHepkepa agmmHucTpaTopa RuBackup).

©



Mpn nomowmn meHepkepa agmuHucTpatopa RuBackup moxHO cosgath B
rno6anbHOM pacnucaHum O4HO UM HECKONBKO NpaBuil pe3epBHOro KONMpoOBaHUSA

ak3emnnsipa 6a3bl AaHHbIX Redis.

Bbibupaem KnueHmckuli xocm, Ha KomopoMm ycmaHosreH Redis u 0dobaensiem npasusio

PE3EepPBHOCSO KornupoeaHus:

MeHeaxep afiMMHMCcTpaTopa RuBackup 20

KoHgwrypauwa TMpocmoTp  [JencTeus  AvanmTuka WHgopmauws

ObwekTel | CTpaTerum TnobaneHoe pacAucaHne RuBackup servers

Obnext OnucaHune Ceoiictea | HacTpoiku | WHdopmauyus

% ':PVJ':V"' RIRSHTE Mocnenwwi pas Ha ceaan  2020-01-20 12:19:42

~ No group ‘Mcnone3oeaHHan eMkocTs 0 M6 0% o7 10T6

alt-linux.localdomain
astra
centos
docker

Eg-test

rubackup
small
test

OeHe Mecsiy OeHe

Mma npasuna MuH Yac HauHeTca JakoH4MTCA
B mMecAua Hepenu

HobaeuTh

KNOHWpOBaTH

Yoanute

BEINONHWTE
4 »
| CTpaTeruun Mpasuna PesepeHbie konuu . Japauu [ HypHan

HopMankHLIA pexum

Bbibupaem mun pecypca «Redis»:

Do6aeuTe NnpaBuno B rnobansHoe pacnMcaH1e R

OcHoBHoe YeegomneHua JononHuTensHo 00'(

Vs X cancel

Knnenrt
Myn Default -

MaKcuManeHeli 06eM PK npaenna |0 < | e, pna paHHoro KnueHTa 10 |M3MeHWTh...

Pecypc |/home || BubpaTh...

Tun pecypca | File system

Block device

| LVM logical volume

Tun PK full -

Obpaszey pa

Bce MpeoBGpazoBaHme nocrypt v |

MuHyTa 0 [+]
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B kadecmee pecypca ebibupaem KoHguaypaUyuoHHbIU ¢haln sk3emnnsapa Redis, s komopozo

b6ydem 8bINosIHIMbCS PasusIo:

t | OcHosHoe client: redis fetc/redis/

il Yommmier [_rEd'E # Cancel
fyn Defaull

MaKCHManbHEIi

Pecypc Jetc/red

YcTaHaBnmMBaeM npoyvve HacTPOWKK: TN pesdepBHoro konnposaHua (Full), makcumanbHbin 06bem

ONs pe3epBHbIX konui gaHHoro npasuna (10I6), cpok xpaHeHus (1 Hegensd) v np.:

Do6aBuTe NpaBuno B rno6GanbHoe pacnMcaHu1e

OcHoBHOE Yee noMNeHus JononHuTensHo aOK |

Vs X cancel

Knuent
Myn Default v
MakcuMankHblt 06bem PK npaeuna |10 ~| MG, onA paHHoro KnuMeHTa 10 |M3MeHWTE...

Pecypc |/etc/redis/redis.conf BuibpaTh...

Tun pecypca  Redis v

Tun PK full v |
OGpasel, pacnucaHus
Bce MpeoGpasosanue | nocrypt -
MuHyTa 0 =
Yac 0 & MepwWon peHCTBMA Np na
[leHb Mecaua | v .
z Ha4ano 20.01.202012:19 ~
Mecay v : :
OwoH4aHue | 20.01.202112:19 |~
LeHs Hegenu v - :
Mpoeepare PK yepea Cpok xpaHenuna PK |1 & |week v
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Ha exknadke «[ononHUmMenbHO» MOXHO ycmaHO8Umb paspeweHue O KaueHma ydansme
pesepsHble KOoruu, ycmaHosume asmomamuyeckoe ydarieHue ycmapesuwiux pe3epsHbix Korul

unu onpedenums ycriogue Ux nepemeuieHusi 8 Opyaol ryin.

Do063aBnTk NpaBuo B rnobankLHoe pacnucaHne

OcHoBHOE Yeeaomnesua AenonHuTtensHo | & OK ‘

YcTapesiuine pe3epBHbIe KOMMM: ¥ Cancel

¥ ABTOMaTu4eckoe yaanexue PK WMHpopmupoBaTh:

PesepBHbIe KONHMK:

MNepemMecTUTL B My eCNN CTaplLe Yem

¥ KJMEHTY PaspelleHo YAanaTb Pe3epBHbIe KOMWKM 3TOMO NPaBHia U3 PEno3nTopua

BHoBb co3gaHHoe npaBuno 0Oygetr obnagate cratycoMm  “‘wait’, aTo
O3Ha4yaeT 4YTO OHO He OygeT nopoxaaTb 3aday Ha BbIMNOMHEHME PEe3epPBHOro
KonupoBaHWsa 40 TOoW nopbl, Noka agMuHuctpaTop RuBackup He 3anyctut ero u
OHO M3MEHUT CBOW cTaTyc Ha “run”. pn HeobxogMMocCTM paboTy NpaBuia MOXHO
OyoeT NpMOCTaHOBUTL MMM 3anyCcTUTb B f0OOON MOMEHT BPEMEHWN MO XENaHUK
agMuHUCTpaTtopa. Tak Xe agMUHUCTPATOp MOXET MHUUMMPOBaTb HeMeaneHHoe

co3daHue 3agayun npu ctatyce npasuna “wait”.

MpaBuno rnobanbHOro pacnucaHus MMeeT CPOK >KU3HW, onpenensiembli

npun ero co3gaHnun, a Tak xe npegycmarpumBaeT cnegyroumne BO3SMOXHOCTU:

1. BbINOMHUTL CKpUNT Ha KIneHTte nepen HadaslioMm pe3epBHOIro

KOMnpoBaHUA.

2. BbINONHUTL CKpunT Ha KIKMeHTe nocre ycnewHoro oKOH4YaHuA

pPEe3epPBHOro KONMPOBaHUS.

3. BbInonHutb CKpuUnNT Ha KIneHte nocrie Heyaga4YHoro 3aBeplleHUd

pe3epBHOr0 KONUPOBAaHWS
4. BbInonHuTbL Npeobpa3oBaHne pe3epBHON KONMUKN HA KITUEHTE

5. BbinonHuTb cxatue pe3ep8H0|7| KONMMn Ha KrineHte uinm Ha cepBepe

nocne nepegayv emy pesepBHOM KOMuu
6. lNepnognyeckn BbINOSTHATL NPOBEPKY LIENOCTHOCTU pe3epBHOMN KONUK

7. XpaHuTb pe3epBHble KOMWUU ONpefenéHHbIn CpoK, a rocre ero

OKOHYaHuUA yaanAatTb UX U3 XpaHunuiilla pe3epBHbIX Konum ”n wn3 3anucen

12



peno3uTopusi, NMbo NPOCTO YBEAOMMATL MONb3oBaTeNe CUCTEMbI PE3EPBHOMO

KONMpPOBaHUSi 06 OKOHYaHMM CPOKa XPaHEHWS.

8. Yepes onpenenéHHbln CPOK MOCre Cco3gaHusa pes3epBHOW  KOMun
aBTOMaTMYECKN NEepemMecTUTb €€ Ha APYron nyn XpaHeHWs pe3epBHbIX KOMUN,

HanpPUMep Ha KapTpUOK NEHTOYHON BUBNOTEKN.

9. YBegomMnATb Nosib3oBaTenien CUCTEMbl PEe3epBHOrO KOMMPOBaHUA O
pesyrnbTaTax BbIMOSIHEHUS TEX WM MHbIX Onepaunin, CBA3aHHbIX C MNpaBUIIOM

rnob6anbHoro pacnncaHug.

Mpun cospgaHum 3agaun RuBackup oHa nosiBnsieTca B rnaBHOW odepenum
3agad. OTcnexuBaTb WCMNOMHEHME MNPaBUIT MOXET KakK agMWHUCTpaTtop, C

nomouwbio RBM, Tak knneHT npu nomowmn RBC.

[Mocne ycnewHoro 3aBeplUeHUA pe3epBHOrO KOMUPOBaHUS pes3epBHas
Konna OyaeTt pasMelleHa B XpaHUNMLLE pe3epBHbIX KOMUI, a MHpopMaumsa o Hewn

OyneT pasmelleHa B penosntopun RuBackup.

13



HacTpounkun npasun rnobanbHoOro
pacnucaHma RuBackup gna pesepBHOro
konupoBaHua Redis

[ns BbINONHEHMs pe3epBHOro KonmpoBaHua ak3emnndpa CYB[ Redis
HeoOXxoAMMO MNpu MNoMowM MeHemxkepa aamuHuctpatopa RuBackup cospatb
npasusio B rnobanbHOM pacnucaHum, B KOTOPOM yKasaTb Tun pecypca Redis.
Mpwn cosgaHum npasuna B rnobanbHOM pacnucaHum agmuHuctpaTop RuBackup
MOXeT BblbpaTb KOHUrypaumoHHbin dparn Toro ak3emnngapa CYB[ Redis, ans

KOTOPOro He06X0AMMO BLIMNOMHATL PE3EPBHOE KOMMPOBaHME.

I'IpM co3daHun npasura pe3epBHOro KOrnnMpoBaHUA MOXHO onpeaerunTb

criegyolime napameTpsbil:

® Tun pe3epBHOr0 KONUPOBaHUSA (NOMHbLIN, AuddepeHuManbHbii UK

WHKpPEMEHTarbHbIN)
@ PaspelleHHbIN MakcuMarnbHbIM 06beM ANsi BCEX PE3EPBHbIX KOMUI Npasuna

® HeobxoguMmocTb npeobpasoBaHUs pe3epBHOW KOMUWM TeM WUAN  UHBIM

anroputmoMm . MNMpeobpasoBaHne byaeT BbINOMHATLCA HA CTOPOHE KIIMeHTa
® [llabnoH BpemMeHu 1 AaTbl CO3aaHMs 3a4a4n pe3epBHOrO KOMMpPOBaHMS
® ®nar 1 nepvoa aBTOMaTUYECKON NPOBEPKN PE3EPBHON KOMUM
® Cpok XpaHeHWUsi pe3epBHbIX KOMUIN CO34aBaeMoro npasuna
® [lyn xpaHeHusi, B KOTOPOM OyayT pasmeLlLeHbl pe3epBHbIE KoMK

® HeobxoguMMOCTb aBTOMATMYECKOro YyAaneHusi pe3epBHOWM  KOMWUW, CPOK

XpaHeHUs1 KOTOPOW UCTEK

® [lepemelleHne pe3epBHOW KONUM B APYron Myn, npuv  AOCTWXKEHWUU

onpenenéHHoro cpoka ¢ MOMeEHTa e€ Co3aHus

® Bo03MOXHOCTb 4N KNMeHTa yaansTb pe3epBHble KONUM 13 peno3vTopus
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® HacTtporkn cuctemsl yBegomneHns RuBackup ans cosgasaemoro npasuna.

YBeooMMEeHNs MOryT NPOUCXOAUTb B CReayroLmnX cnyyasax:

B HopmanbHoe UcnosHeHue npoueaypbl pe3epBHOro KONMpoBaHUs
B lcnonHeHune npoueaypbl pe3epBHOro KONMMpoBaHUA € owmMbkamm
B [IpoBepka pe3epBHOM KONUKU

B OkoHYaHWe nepuopa AenCTBUS co3haBaeMoro npasuna

B OkoH4aHue BblaeneHHoro obbEéma [Ansi XpaHeHUs pes3epBHbIX KOMuin

npasuna

B OkoHYaHVe CpoKa XpaHeHUsl pe3epBHON Konuu
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Ncnonb3oBaHUe KNMNMEeHTCKOro
MmeHenxepa RuBackup

MpuHUMN  B3aMMOOENCTBUS  KITMEHTCKOrO MeHekepa C  CUCTeMOM
pe3epBHOr0  KOMUPOBAHUS COCTOMT B TOM, YTO MOMb3oBaTeNb MOXET
cchopMmpoBaTb Ty UMM UHYKO KOMaHAy (kernaemoe OEeWCTBME) U OTNpaBuUTb €ro
cepBepy pesepBHOro konnposaHna RuBackup. Bsanmogencteme nonb3oBartens ¢
CepBepOM pe3epBHOr0 KOMUPOBaHUS MPOU3BOAUTCS Yepes3 KnneHTa (POHOBLIN
npouecc) pes3epBHOro KonuMpoBaHus. KrnMeHTCKun MeHemkep oOTnpasnseT
KOMaHAy nonb3oBaTtens KNueHTy, KNMEeHT oTrnpaBndaeT e€ cepsepy. B Tom cniyyae,
ecnu gencrteve gonyctumo, 1o cepBep RuBackup otgact obpartHyto komaHay
KNUeHTy n/unu nepeHanpasuT eé megua-cepsepy RuBackup gons ganbHenwewn
00paboTkn. ITO 03HAYaeT, YTO KIUEHTCKUA MeHemkep OObIMHO He oXxupaet
3aBepLUEHNS TOMO UMW MHOTO OEWCTBUS, HO OXMAAEeT OTBETa OT KIMEHTa, 4TO
3afiaHMe MpuHATO. JTO MO3BONSAET MHULMMPOBATbL NapasnnerbHble 3anpochl
KNueHTa K cepBepy pe3epBHOro KOMMpPOBaHWUA, HO TpebyeT OT nosib3oBaresis
CaMOCTOATENbHO KOHTPONMpoBaTh YTOObI He BbINIO “BCTPEYHbIX” onepauun, Kkorga
NPONCXOOUT BOCCTAHOBMEHWE AaHHbIX, U B 3TOT XX& MOMEHT 3TU Xe [aHHble
TpebytoTca Ana co3gaHnsa HOBOW pe3epBHOM konuu. Nocne Toro, Kak Bbl OT4anu
TY U UHYIO KOMaHAY NPy NMOMOLLW KITMEHTCKOIO MeHeaXepa, Bbl MOXeTe NpoCcTo
3aKpbITb NPUNOXeHWe, BCe OeUCTBUA ByayT BbINOSIHEHbI CUCTEMOW pPE3EPBHOrO
KOMMpOBaHUA (OOQHAKO CTOUT A0XAaTbCs COOOLLEHMS YTO 3afaHue MNPUHATO K

NCMOSTHEHNIO N NPOKOHTPONMPOBAaTL 3TO B 3aknaake “3agauyn”).

[padnyecknn unHTEpEenCc KIMEHTCKOrO MeHemkepa nopaepXxusaet

PYCCKUI M aHTNUNCKUIA A3bIKU.
3anyck KNMeHTCKOro MeHegxepa:
BapwuaHT 1:
# sudo LD _LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbc

BapuaHT 2:
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# ssh -X you_rubackup_server
# sudo LD _LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbc

Mpn nepBoM 3anycke KIMEHTCKOro MeHemkepa HeobxoouMmo 3ajaTb
naposi, Npu MNOMOLUM KOTOPOro BMOCNEACTBMM MOXHO OyaeT 3anpocuTb
BOCCTaHOBMeHME pe3epBHOM Konuu. Be3 BBoga nmapons nonyyYnTb pe3epBHYHO
KOMUIO ANSA KNMeHTa U3 XpaHunuia HEBO3MOXHO. X3l Napons BOCCTAHOBIEHUSA
XpaHutca B 0ase gaHHbix RuBackup cepsepa. [Npy HeobxoguMoOCTU MOXHO
N3MEHNTb Naporib NPU NOMOLLN KNneHTckoro MeHepxkepa (MeHto “KoHdurypaums”

-> “ABMeHnTb naponb”).

Ha rnaBHOM CTpaHULEe KIMEHTCKOroO  MeHeKepa  pacnosioXeHbl
nepeksoyarLwmeca 3aknagkuy, no3Bonswme ynpaendarb pe3epBHbIMU KOMUSIMHA,
pacnvcaHMeM pes3epBHOro KOMMPOBaHWUSA W MNpocMaTpuBaTb TeKyline 3agauyu

KNnMeHTa.

3aknagka “PesepBHble konun”

RuBackup MeHegXep K/JMeHTa aBEO

KoHgmrypauws Bug [OedcTens  MHGopMauus

PEEEPEIHI:FE Korun rnofanskHoe pacnucaHne 3apaun NokancHoe pacnucaHue O!’paHH‘IEHMH

-

Id = TaskID = ReferencelD = Resource type Resource Backup type  Pool  Archive size

741080 3285 Docker image 775349758637 full Default 25806120 35
751081 3286 Docker image 775349758637 full Default 25806190 35
761083 3288 Docker image 775349758637 full Default | 25806190 35

771116 |3655 Redis fetc/redis/redis.conf  full Default 311 64

Ll 4

B tabnuue 3aknagku “PesepBHble konuu’ copoepXkutcs nHgopmaumsa o0bo
BCEX pPe3epBHbIX KOMUSX KNMEHTa, KOTopble XpaHAaTcsa B peno3ntopun RuBackup.
OundbdepeHumanbHble pe3epBHbIE KOMUW CCbINATCA Ha MOMHble pPe3epBHbIE
KOMWM, MHKPEMEHTanbHbIE Pe3epBHbIE KOMUW CCbINTAKTCA Ha NOJSIHble pe3epBHble
KonMM unu npegplayline WHKpPeMeHTanbHble, Tak 4TO Npu HeobxoouMMocTu
BOCCTAHOBUTb AaHHble MOXHO OAHOW KOMaHAOW MHULMUPOBATb BOCCTAHOBIEHME

BCEWN LIENOYKM pe3epBHbIX KOMUIA.
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B 3aknagke “PesepBHble konun” MNonb3oBaTento AOCTYMHbI crnegylolime

JencTBus:
€ YoanuTtb BbIOpaHHYK pe3epBHY0 KOMUIO.

Q710 AencTBnE BO3MOXHO B TOM crnyyae, ecnM B npaBune
rno6anbHOro pacnMcaHns eCTb COOTBETCTBYHOLLIEE paspelueHme.
Kpome Toro, npyv HEOGXOANUMOCTU BbINONHUTL yaaneHne pe3epBHON  KOMuM

noTpebyeTcs BECTM Naporb KrneHTa.
€ BoCCTaHOBUTb LIEMOYKY pe3epBHbIX KON

OTO [pgenctBue 3anyckaeT MpouecC BOCCTAHOBIIEHUS  LIEMOYKU
pe3epBHbIX KOMWUM Ha JiokanbHOM annoBon cucteme knueHta. [lpu
BOCCT@HOBMEHUN PE3EePBHON KOMUM UMW LENOYKM pe3epBHbIX  KOMumn

noJsib3oBaTellb MOXET Bbl6paTb MeCTO BOCCTaHOBJ1€HUA pe3epBHO|7| Konuu.

KnueHTckMn MeHemxkep He oXxuaaeT OKOHYaHUSA BOCCTAaHOBMEHUSA BCEX
pes3epBHbIX KONWI, Nornb3oBaTteflb AOIMKEH MPOKOHTPONMpoBaTb BO BKNagke
“Bapaun” 4TO BCE CO3OaHHble 3aJadn Ha BOCCTAHOBMEHWE [JaHHbIX
3aBepLumMnmch ycnewHo (ctatyc 3agad “Done”). [Ins ycnewHoro BblNoNHEHNs
aToro gencteust TpebyeTca Hanuuve [ocTaTodHOro cBoboAHOro mecTta B
Katanore, npegHasHa4YeHHOM Ans CO34aHus W BPEMEHHOro XpaHeHus

pe3epBHbIX KonuKn (cM.onumio use-local-backup-directory).
@ [poBePUTL PE3EPBHYIO KOMUIO

OTO AENCTBME MHMUMMPYET CO3aaHMe 3afaun NPOBEPKM pe3epBHON konun. B
TOM cry4ae, ecnv pesepBHas konuga Obinia nognvcaHa umdpoBor NoanuchHo,
TO OyoeT npoBepeHbl pasMmep pannoB pesepBHOM Konuu, mdS cymma u
npoBepeHa cama pesepBHas konus. Ecnu pesepBHad konma He Obina
nognucaHa uudpoBoM nognucbto, To ByayT npoBepeHbl pasmep dannos

pesepBHOM Konun n md5 cymma.
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3aknagka “IF'no6anbHoe pacnucaHue”

RuBackup MeHeaXep KNHEeHTa B @

Kongwmrypaums Bwg  Jenctewna  WHbopmauna

PesepeHbie konuw | [TnobancHoe pacnucadme | 3agasw | JlokansHoe pacnucadHwe | OrpaHu4eHuns

. Bide paere cai?t;?f}?,eGB Min Hogr E:r'?gn?; Maath D\.ﬁgeci)cf stglé"tligggod y
2|42 2nd 10 0 * ¥ b ¥ 2019-11-09 19:57:00
3|43 | diff 10 0 0 1 January  Monday 2019-11-12 15:29:00
41100 | Redis test full 10 0 0 1 January  Menday 2020-01-17 13:21:00
5/104 | Redis test incremental 10 0 0 B | January  Monday 2020-01-20 12:26:00

1 3

B Tabnuue 3aknagkn “ImobanbHOe  pacnucaHue”  COaepXuUTcs
nHdopmauua obo Bcex npasunax B rrnobanbHom pacnucaHum RuBackup ans

3TOro KrneHTa.

B 3aknagke ‘mobanbHoe pacnucaHne” nonb3oBaTentd AOCTYMHbI

cnegyowne OencTBus:
4 3anpocuTb HOBOE NpaBuo

OTO [OeuncTBMe BbI3bIBAET AuWarnor MOArOoTOBKM HOBOro npasuna B
rmobanbHoM pacnucaHun RuBackup gns gaHHoro knueHta. 3anpoc Ha
nobaeneHve npasuna TpebyeT opobpeHus agmuHucTpaTtopa RuBackup,
ofnobpeHne MoxeT ObiTb cAenaHo B OKOHHOM MeHemkepe aaMUHUCTpaTopa

RuBackup.
€ 3anpocuTb yaanuTb NpaBuio u3 rnobanbHOro pacnmcaHus

9710 genctene dopmupyeTt 3anpoc K agMmuHuctpatopy RuBackup o6
yaaneHnn BblbpaHHOro nonb3oBaTenem npasuna w3  rnobanbHOro
pacnucaHua RuBackup. 3anpoc Ha yganeHune npasuna tpebyeTt ogobpenHus
agmuHucTpaTtopa RuBackup, opobpeHne MoxeT ObiTb caenaHo B OKOHHOM

MeHepkepe agMmuHuctpaTopa RuBackup.
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3aknagka “3apaun’

RuBackup MeHe [ Kep KJNHeHTa

KoHgurypauna Bug WMHpopMauua

PesepeHbie konuu | [nobancHoe pacnucanme | 3afayd | JlokansHoe pacnucadne | OrpaqHwyeHus
Id Type  Resource type Resource | Backup type Rule ID | StrategyID  Repository ID

1/3687 Backup global Redis fetc/redis/redis.conf | full 100 1120 De

B Ttabnuue 3aknagku “Sapgadn” cogepxutcs uHdopmauus obo Bcex
3ajayax B rnaBHow odepeau 3agaHumin RuBackup pnsa aTtoro knueHta. B
3aBUCMMOCTM OT HacCTpoeKk pesepBHoOro cepsepa RuBackup BbINOMHEHHbIE
3a4ayv 1 3agayv, 3aBepLUMBLUNECS HEYAAYHO, Yepes Kakoe-TO BpeMsi MOryT ObiTb
aBTOMaTUYeCKM YyOdaneHbl W3 rnaBHOW ouvepean 3agad. WHdopmaumsa o
BbIMNOMHEHUN 3aJaHUN (PUKCUPYETCS B crieumanbHOM XypHare 3ajad cepsepa
RuBackup, npu HeobxoguMmocTu cTtaTyc nobon 3agauv, axe yoanéHHon u3
oyepean, MOXHO YTOYHUTL Y agMuHucTpatopa RuBackup.Tak e nHgopmauma o
BbIMOMMHEHUN 3a4ay KNWeHTa 3aHOCUTCA B JlOKambHbIM XypHarnbHbIM ddann Ha
KnueHTe. B KIIMEHTCKOM MeHemkepe MOXHO OTKPbITb OKHO OTCIEXMBAHUS

XypHanbHoro ¢garna (meHto “UHdopmauus” -> “XKypHanbHbin hann’).
3aknagka “JlokanbHoe pacnucaHue”

B 3aknagke «JlokanbHoe pacnncaHne» MOXHO onpeaernntb npasuna,
3aflaBaemMble KIMMEeHTOM ANA TeX UIU UHbIX JNOoKallbHbIX peCypCOB. ,D,J'IFI pa6OTbI
JIOKaribHOro pacnmcaHma 3Ta BO3MOXHOCTb  OOJDKHa ObiTb  BKMKOYEHA

agMunHuctpaTopom RuBackup ans knueHra.
3aknaaka “OrpaHunyeHusn”

B 3aknagke «OrpaHuyeHusi» MoryT ObiTb OnpefeneHbl fokarbHble pecypchl,
pes3epBHOE KOMMPOBAaHWE KOTOPbIX HexenatenbHo. [Ons paboTbl foKanbHbIX
OrpaHNYeHnin 3Ta BO3MOXHOCTb [JOfKHA ObiTb BKIOYEHA A4MUHMCTPATOPOM

RuBackup gns knueHTa.
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YTUNnTbl KOMaHOHOWU CTPOKU KIMeHTa
RuBackup

,D,J'IFI ynpasreHus RuBackup CO CTOPOHbI KrineHTa, NOMUMO KITMEHTCKOIo

OKOHHOIo MeHeKepa, MOXHO BOCMOSb30BaTbCA YTUINTAMU KOMaHLHOW CTPOKM:
rb_archive

YTunuTta npegHasHadeHa A1 NpOCMOTpa Cnucka pe3epBHbIX KOMWUIA KNneHTa B
CUCTEME PE3EPBHOr0 KOMUPOBAHMS, CO3OaHUSI CPOYHbLIX PE3EPBHBLIX KOMWUA, WX

yoaneHua, npoBepkn N BOCCTaHOBIIEHUA.

root@redis:~# rb_archives
Id s source type | Backup type | C

e R +-- --=

| 5 s.conf | Re | 2 5 03 | nocrypt | True
1123 | 1122 Jetc/redis/redis.conf | Redis | incremental | 2020-81-20 12:51:30+03 | nocrypt | True | Not verified
root@redis:~#

rb_schedule

Ytunuta npe3Ha3Ha4dyeHa And npocMoTpa WMMerWwnxcAa npasun KrneHta B

rno6ansHOM pacnucaHum pe3epBHOrO KOMMPOBaHMS.

root@redis:~# rb_schedule

Id | Name | Resource type | Resource | Backup type | Status
B ommmmmeae oo e e e Foemmmmmeea Fommme-
183 | Redis full backup every day | Redis | /etc/redis/redis.conf | full | wait
185 | Redis incremental backup every hour | Redis | Jetc/redis/redis.conf | incremental | wait
rootfredis:~-#

rb_tasks

Ytunuta npegHasHa4veHa anda npocMoTpa 3aad KrnmeHTa, KOTopble NpuCcyTCTBYHOT

B rMaBHOW ovepeam 3aay CUCTEMbl PE3EPBHOIO KOMMPOBaHMUS.

root@redis:~# rb_tasks
Id | Task type | Resource | Backup type | Status | Created
————— e i T e

3689 | Backup global | fetc/redis/redis.conf | full | 2020-01-20 12:51:09+03
3690 | Backup global | /etc/redis/redis.conf | incremental | Done | 2020-01-20 12:51:29+03
root@redis:~#

O3HaKOMUTLCA C (PYHKUMAMWU YTUIIUT KOMaHAHOW CTPOKM MOXHO npwu
NOMOLLUM KOMaHAbl man WunM B PYKOBOACTBE “YTUNUTbI KOMaHOHOW CTPOKM

RuBackup”.
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NencrtBus nocne BOCCTaHOBIEeHUSA
pe3epBHOMU Konuu BUpPTYyaribHOMU
MaLUUHbI

Mpn BoccTaHOBNEHUN pesepBHOWM Konuwu npu nomowm RBC oHa Gyget
BOCCTaHOBMeHa B BblOpaHHbLIN nonb3oBaTenemM kartanor. [lpn umcnonb3oBaHUK
ytunutel rb_archive (cM. onuuio -x) oHa bygeT BOCCTaHOBMEHa B NoOKarbHbIN

kaTanor, nMbo e B TOT, KOTOpbIN ObiN 3agaH onuunen -d.

B BbibpaHHOM nonb3oBatenem nytu 6yaem cosgaH dann 6asbl gaHHbIX

dump.rdb.
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JlnueH3supoBaHue

Cuctema pesepBHOro konupoBaHusi RuBackup wmeeT cneaywowme Tunbl

NULEH3UN:
MpocTtaa 6ecnnartHas nNUUEeH3usA

OTa nuueHsns BKNOYaeT B cebAa BO3MOXHOCTb BbIMOSMHATL  pe3epBHOE
KONuUpoBaHWe [OeCATU KIIMEHTOB W AecATn BupTyanbHbiX MawunH KVM. [Mpu
HeoOXOAMMOCTUN BbINOSTHATL pe3epBHOE KONUpoBaHUA Ans Gonbliero 4ucna
KnueHtoB ©n 6Gonbwero 4ucna BupTyanbHblx MawuH KVM, Heobxogumo
NnpUobpeTeHne KOMMEPYECKON nuUEeH3nn. [ns npocToM NUUEH3UU  HeT
BO3MOXHOCTU WUCNONb30oBaTh pe3epBHbIi cepBep RuBackup n pobaBnate B

KOHC*)VIpraLI,MlO OOornosrHuTesNlibHble Meana-cepBepbl.
KommepquKaﬂ JIMueH3unA

OTa nuueH3na BKNYaeT B cebs BO3MOXHOCTb BbIMOMHATL  pPe3epBHOE
KOnupoBaHWe A5 TOro KONM4YecTBa KIMEHTOB, KOTOPbIE NOKPLIBAOTCS NIULIEH3NEN.
BoaMoOXHO paclumpeHue cepBepHon rpynnupoBkM RuBackup ¢ nomoulso meava
cepBepoB, MOCTPOEHME OTKaA30YCTOMYMBOM KOHpurypaumm nytém [obaBreHus
pe3epBHOro cepeepa. Bce cepBepbl cepBEPHON TPYMNMNUPOBKM OOMKHbI UMETb

CcOBCTBEHHbIE NULEH3NN, OANHAKOBbLIE C TOYKMN 3PEHUST KONMYECTBA KITMEHTOB.
NMpo6Hasa nuueH3usa

OTa NMUeH3ns BKIoYaeT B cebs BO3MOXHOCTb NPOBEpUTb (PYHKLMOHAN CUCTEMBI
pe3epBHOro0 KOnuMpoBaHus. [lo OKOHYaHWM OencTBUA NPOBHOM NMUEH3UN

pYHKLMOHNPOBaAHNE CUCTEMbI NPUOCTaHABNMBAETCS.

Bonee nogpobHo o nuueHsnpoBaHun RuBackup uyuTanTe B COOTBETCTBYHOLLEM

pyKkoBoACTBE.
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