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BBepneHune

Cunctema pe3epBHOro KOMMpoBaHUS U BOCCTaHOBNEHUS AaHHbiX RuBackup
(nanee - Cwncrema, CPK) - cucTeMHOe KIMEHT-CEPBEPHOE MNPUNOXEHME,
npeaHa3HavYeHHoe AN aBTOMATU3NPOBAHHOMO BbIMOMHEHMS MPOLESYP PE3EPBHOrO
KOMUPOBaHUSI OaHHbIX CEPBEPOB, BUPTYaNbHbIX MaWWH, 6a3 AaHHbIX 1 MPUIOXEHWIA
B UEeHTpax 00paboTkMm OaHHblX, a TaK Xe [ONs BOCCTAHOBMEHWUS [HOaHHbIX W3
pe3€epBHbIX KONWUIA NO 3anpocy Nonb30BaTeNs UM CUCTEMHOIO aaMUHUCTPATopA.

RuBackup sBnsietcss MOWHbIM U TMOKUM CPEeaCcTBOM aBToMaTU3auuu,
npeaHasHavyeHHbIM 418 3aWwmTbl MHAOpMauMM LeHTpa o06paboTkM OaHHbIX W
KOpnopaTyBHOM CETU NPeanpusaTus.

Mepen pa3BEpPTbiBAHNEM CUCTEMbI PE3EPBHOMO KOMMPOBAHMS B BalleMm
LeHTpe 06paboTky AaHHbIX HEeoOXOAVMMO MPOBECTU MNaHMPOBaHME HEOOXOAMMbIX
pecypcoB, KoTopble mnotpebytotcs ons e€ pabotbl. CnemyeT ydyecTb ONS KakKux
LaHHbIX TpebyeTcs BbIMOMHATL PE3EPBHbIE KOMWM, KaK 4acTo, Kakue BPEMEHHbIE
OKHa [OOMyCTUMbI O1si MPOBEAEHMSI Ornepaumnii Pe3epBHOrO KOMMPOBaHMS AaHHbIX,
Kakoe [OMnyCTMMOEe BPEMSi BOCCTAHOBNEHMS AaHHbIX AOMXHO OblTb B Cnyyae uXx
yTpaTbl O OCHOBHOMY MECTY XpaHEeHMs 1 MHOTO ApYrx HI0aHCOB.

HacTosiee pykoBoACTBO onucbiBaeT 6as3oBble wWwary YCTaHOBKM cepBepa U
KMEHTa PE3EPBHOTO  KOMWPOBAHWSI W MpPedHAa3Ha4YeHO [N CUCTEMHbIX
aMVHMCTPATOPOB, OTBEYAKOLWLVMX 3a BHeapeHue 1 conpoBoxaeHne CPK .

MpvHumMnbl pabotel CKP 1 BONpoCchl €€ aaMUHUCTPUPOBAHUS M3MOXEHbI B
nokymeHTe «RuBackup. PykoBoacTBo cMCTEMHOro agMmHUCTpaTopa.



& RuBackup

lNepen yctaHoBKOU RuBackup

CucremHble TpeboBaHus

Onsa doyHkumoHnposaHng cepeepa RuBackup pekomeHoyetcs cnegytowas
MUHMManbHas KOHGUrypaumus annapatHoro obecneyeHus:

® 4 anpa CPU,
® 4 [b onepaTvBHON NamsATn,
® 1 [6ut/c Ethernet apnantep.

Ons dpyHkumoHmposaHus knneHta RuBackup pekomeHpyetcs cnenyrowas
MUHUManNbHas KOHUrypaums annapartHoro obecnevyeHns:

® 1 anpo CPU,
® 64 Mb onepartusHoO NamaTy,
® 1 Ethernet nnn Wi-Fi agantep.

Cnncok noooepXuBaemblx OMepauvoHHbIX CUCTEM CM. PYKOBOLCTBO
«Martpuua coBMeCTUMOCTU».
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Ocob6eHHOCTM YCTAaHOBKM NakeToB B Linux

Ounctpunbytnebl cepsepa n knneHta RuBackup Moryt noctaenstbcs B Buae
deb n rpm naketos. [nsi pasHbix AUCTprOYTMBOB Linux, MO MPUYMHE WX OTANYWIA
Jpyr OT gpyra, npeaycMOoTpeHbl CreumanbHO noarotosneHHble naketsl RuBackup.

B 3aBucuMocTM OT TuNa MCMONMb3yeMOro MakeTHOro MeHenxepa B Ballem
anctpmbytmee Linux, npouedypa yCTaHOBKM W yAaneHUs MNaKeToB MOXET
ncnonb3osarb KomMaHabl dpkg, rpm, apt, yum ” np. B HacToswem pykosoacTtse
npouenypbl YCTaHOBKM ONMUCaHbl NS NakeTHOro MeHeaxepa, KOTopblid onepupyet
nakeramn deb. Hanpumep, npouenypa yctaHoBkM naketa knueHta RuBackup
BbIFNSAUT Cneayowmm obpasom:

$ sudo dpkg -i rubackup-client.deb
Ings ycraHoeku knneHTa RuBackup Ha onepaumoHHy0 CUCTEMY C MNaKeTHbIM
MEeHeLXepOM, KOTOpbIA OonepupyeT rpm naketamy, BMECTO BbllleyKa3aHHOM
KOMaHbl cnegyert BbINOMHUTL KOMaHay:

$ sudo rpm -1 rubackup-client.rpm
[Mpouenypbl yoaneHns naketoB B HACTOSIWEM PYKOBOACTBE OMUCaHbl OJis
NnakeTHOro MeHegxepa, KOTOpbli onepupyetr naketamum deb. Hanpumep,
npouenypa yaaneHus naketa knmeHta RuBackup Bbirnsaut cnenytowmm obpasom:

$ sudo apt remove rubackup-client
,DJ'IFI yoaneHnsa KnmeHta RuBackup B OI'IepaLl,VIOHHOI7I CcuctemMe C nakeTHbIM
MeHeOXepoM, KOTOpbI Ornepupyetr rpm rnaketamy, BMECTO BbllleyKa3aHHON
KoMaHObl cnenyeTt BbIMONHUTb!

$ sudo yum remove rubackup-client
Nnbo:

$ sudo rpm -e rubackup-client
HekoTopble onepaumoHHble cucTembl, Takuve kak Alt Linux, wncnonbsyor
NakeTHyto CMUCTEMY rpm, HO BMECTO yum UCMONb3yloT apt. lepen yctaHOBKOM mnu
yoaneHvem naketoB RuBackup cnegyer yTo4HUTb, Kakme KoMaHgbl HeobxoOummo
1crnonb3oBath Ans Bawero anctpubyTmea Linux.
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MacTtep-knioy

B xome wHcTannsumm OypeT co3daH  MacTep-kmd  4ns  3alwyTHOro
npeobpas3oBaHnsi Pe3epPBHbIX KOMWUIA W KMOYU ONS 3NEKTPOHHOW MOANUCK, ecni
npeanonaraeTcs UCnonb30BaTh 3NEKTPOHHYHO NOAMUCD.

BHumaHue! Mpu yTepe knoya Bbl He CMOXETe BOCCTaHOBUTb AaHHble
U3 pe3epBHOWN KONUM, ecnu nocnegHss 6bina npeobpa3oBaHa C NOMOLLLbIO
3aLLUTHBIX a/IrOPUTMOB.

BaxHo! Knioun pekomeHpyeTcs nocne co3gaHWs cCKonupoBaTb Ha
BHELLUHMN HOCUTENb, a TaK Xe pacneyaratb 6yMaxHyl KONMUIo U yopatb 3Tu
KOnuu B Ha#,EXHOe MecCTo.

MacTep-knio4 pekoMeHLyeTcs pacneyaratb Npyv NOMOWM yTUAnTbl hexdump,
Tak Kak OH MOXET coliepxaTb HeoTobpaxkaeMble Ha aKpaHe cMMBONbI. Hanpumep:

$ hexdump master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020

BaxHo! CekpeTHbIA K/lo4 HEO6XOAMMO XpaHUTb B MECTe, BOCTYMHOM
TONbKO TeM, KTO QOO0NXeH MMeTb BO3MOXHOCTb MNpPOM3BecTM obparHoe
npeobpasoBaHne dhanna. YTepsa Knwouya genaer HEBO3MOXHbIM ob6paTtHoe
npeobpa3oBaHue cpanna.
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YcraHoBKa knueHTta RuBackup

NMoparotoBkKa K YCTaHOBKE KJ/IMeHTa

Mepen yctaHoBkoW knneHTa RuBackup Heob6XxooMMO MPOBECTU HACTPOVKY,
onvcaHHylo B 9TOM pasgnene

Heob6xoaoumble nakeTbl

Mepen ycTtaHoBkol knveHTa RuBackup Heobxoammo, 4Tobbl B cuctemMe bbinm
YCTaHOB/EHbI CNneaytolmne nakeTbl:

Ha3BsaHue nakerta DyHKUMU
pigz Komnpeccop, ncnonb3ayowmii HECKONbKO Saep npoleccopa
Xz Komnpeccop xz
nfs-client BoamoxHocTb ncnonb3osaHuns NFS-nankmn cepsepa RuBackup

B 3aBucumocTy ot auctpubytumea Linux MMeHa nakeToB MOryT OT/INYATBLCS.

Mpwn ycraHoeke knueHta RuBackup B OC Astra Linux SE 1.6 moxer
okasaTtbCsl, YTO B OoUUMANbHOM PENO3UTOpUM HET Komnpeccopa pigz. B aTtom
crnyyae MOXHO caenatb CCbIfKY:

$ sudo 1n -s /bin/gzip /usr/bin/pigz

Maketbl ans OC 6e3 rpachmnyeckomn 060104KH

Ecnn Bbl yctaHaBnmBaete knmeHT RuBackup Ha OC 6e3 rpadpuyeckoi
0b60ono4kM, TO ANS  BO3MOXHOCTM  UCMONb30BaTb  OKOHHbIA  MeHenxep
ApmuHuctpatopa RuBackup (RBM) Heobx0aMMo yCTaHOBWTb Cneaytowme nakeTbl:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl
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B 3aBucumocTtn ot I/ICFIOJ'IbSyeMOVI OC, KPpOME yKa3aHHbIX Bbllle BaM MOryT

notpeboBaTbCs [OOMONHUTENbHbIE MakeTbl. [Mpu HeobxoomMmocTh, obpaTuTtech B
cnyx6y TexHudeckoi nopoepxku RuBackup no ampecy 3neKTPOHHOW MOYTbI
support@rubackup.ru.

YcraHoBKa knueHTta RuBackup

Ins ycraHoBkum knueHTa RuBackup cnenyet BbInONHWTL cnegyrowme

OEeNcTBuUS:

1.

Hactpontb cnemytowme nepemMeHHble cpenpl Ons Nonb3oBatenst root
(Heobxoammo nobaBuTb cnepytowme CTPOKKM B ¢paiin /root/.bashrc):

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH
OTV NepeMeHHbIE Tak>Xe MOXHO onpenenvTb B goanne /etc/environment.

YcraHosutb naket rubackup-client:

$ sudo dpkg -i rubackup-client.deb
Nms doaiina naketa MOXET OTIMYaTbCS B 3aBMCUMOCTU OT COOPKM.

Mpn ycraHoBke knueHta RuBackup B OC Astra Linux SE 1.6 c

aKTMBUPOBaHHBIM PEXMMOM 3alMTHON MPOrpaMMHON cpefdpbl, Mocne YCTaHOBKM
naketa rubackup-client cnenyer:

1. [lo6aBuTb B haiin /etc/digsig/digsig_initramfs.conf cTpoku:

DIGSIG_ENFORCE=1
DIGSIG_LOAD_KEYS=1
2. BbINONHUTb KOMaHy:

$ sudo update-initramfs -u -k all
3. Mepesarpy3nTb onepaLmnoHHy CUCTEMY

$ sudo init 6

HacTtpounka knneHta RuBackup

BHumaHue! Ecnun Bbl 6y,|:|,eTe yCcTtaHaBinBaTb He TOJIbKO KJ/IMEeHT, HO U

cepeep RuBackup, TO nocne yctaHOBKM naketa rubackup-client
nepexogurte K pasgeny «YcraHoska cepsepa RuBackup» Ha cTp.12.
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lNepBoHavanbHas HacTtporika knueHta RuBackup ocyuwectensietcs ¢

MOMOLUbIO MHTEPAKTMBHOM yTUNNTLI rb_init. BeinonHuTe cnepytowme oencTeus:

1.

3anyctute rb_init oT UMeHn cynepnonb3osarens.

$ sudo rb_1init

RuBackup initialization utility

Copyright Andrey Kuznetsov 2018-2020

Exclusive rights: LLC "RUBACKUP"

NcknwuntenbHole npaBa npuHaanexat 000 "PYB3KAMN"
Version: 1.4

RuBackup command service was added to /etc/services
RuBackup license service was added to /etc/services
RuBackup media service was added to /etc/services

Do you want to configure RuBackup server (primary, secodnary,
media) or client (p/s/m/c/q)?c

Boibepnte cueHapuii  KOHGUIYPUPOBaHWS KneHTta. [ns 8TOro  Haxmute
Knasuwy c.

Do you want to configure RuBackup server (primary, secodnary,
media) or client (p/s/m/c/q)?c

Client configuration...

Config file/opt/rubackup/etc/config.file exists. Create new
(y/n)?y

Copy old config file to: /opt/rubackup/etc/config.file.old.2020-
Dec-15H16-58-01

Beeoute nmsa OCHOBHOro (primary) n, Npu HanuyMm, pesepsHOro (secondary)
cepsepa CPK.

Hostname of primary server: rubackup-serveril
Will you use secondary server (y/n)?y
Hostname of secondary server: rubackup-server2

BHumaHune! Onsa Bcex cepsepoB RuBackup ponxHo 6biTb HACTPOEHO

KOppeKkTHoe pa3spelwueHne uMméH. Ecnu knueHT RuBackup He cmoxert
onpenenutb IP agpec no uMeHn cepsepa, TO OH NpPeKpaTUT CBOKO pabory.
Ucnonb3ynte koppekTHble HacTponkm DNS unu dpanna /etc/hosts.

4. Bblbepute CeTeBOIN MHTEPMEC, Mo KOTOPOMy ByaeT BbINONHSATLCS PEe3epBHOE

KonunpoBsaHue.
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Possible interfaces for RuBackup client communication:
lo [0]

enp0s3 [1]

Choose client net interface for use:

Selected interface: enp0s3

5. Ykaxwure, HY>XHO J1n noAnncCbiBaTb pPEe3EpPBHbIE KOMUK KINEHTA Ll,VIdeOBOVI
noaonucblo.

Will you use digital signature (y/n)?y

6. Ecnm nona cospaHusi pe3epBHbIX KOMWUIiA NpegnonaraeTcsl MCrnonb3oBaTbh
NnoKanbHbIA Katanor, TO ykaxwute ero. Bo wusbexaHne nepenonHeHUs
CUCTEMHOrO pasfena PeKOMEHOYeTCS MCMONb30BaTb OTAENbHYIO (PainoByto
cucTemy

Would you like to use local(l) backup directory or NFS(n) share of
RuBackup server (1/n)?1

Local backup directory [/tmp] : /rubackup-tmp

Ecnn ons cospgaHus pesepBHbIX KOMWIA Mpednonaraetcsl MCrnonb3oBaTtb
ceTeByto goannoByto cuctemy (NFS), aBTomatmyeckm npenocTtaBnseEMyO KINEHTY
cepsepom RuBackup Ha Bpemsi pesepBHOro KOMupoBaHWS, TO HYXHO BMECTO
NoKanbHOro katanora BblbpaTb 3TOT BapuaHT. B TO e Bpems, 4tobbl cepsep
NPenoCTaBNs CETEBYD (PAMNOBYIO CUCTEMY, HYXHO MNPOBECTM HEobXoauMyo
HaCTPOWKY (CM. «PyKkOBOACTBO CUCTEMHOIO aAMUHNCTPATOPa»).

7. Coapaiite MacTep-k/od 415 3aWmUTHOro NpeobpasoBaHns Pe3epBHbIX KOMUIA 1
co3naHus Knoyel umdopoBoit noanucy. BeeanTe naponb Ans ero reHepaumu.

Create RuBackup master key...
Passphrase:

You have secret key for digital signature:
Jopt/rubackup/keys/secret-key.pem

Create new secret key

Create new public key

Mo okoHyaHum pabotbl rb_init knueHT Oymet HacTpoeH. [Mocne 3Toro
Heobxoommo aBTopu3oBaTb knveHTa B CPK. OTo MoxeT chenatb CUCTEMHbIiA
agmuHuctpartop CPK npu nomowm okoHHoro MeHenxepa AaomuHuctpartopa RBM.

10
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HacTtponka 3anycka knmeHta RuBackup

B TOM cnyyae, ecnu nnaHnpyetcs TectuposaHue RuBackup, pekomeHoyetcs

3anyckarb knveHT RuBackup B TepMUHanbHOM pexuMe C NOMOLLbIO KOMaHbl:

# rubackup_client start
OctaHoBuTb knveHT RuBackup MOXHO € NOMOLLbIO KOMaHab:

# rubackup_client stop

[ng wratHoi akcnnyatauum pekoMeHayeTcs 3anyckatb knveHT RuBackup
Kak cepsuc. [1ns aToro BbiNONHUTE cnenyowme GENCTBUS:

1. Bkmouute cepsuc knneHta RuBackup:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

2. [lepesarpysute systemclt:

$ sudo systemctl daemon-reload
3. 3anyctute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client

YTo4HUTb cTatyc knueHta RuBackup MOXHO npu nomowm KoMaHab!:

$ sudo systemctl status rubackup_client
e rubackup_client.service - RuBackup client

Loaded:
Active:
Process:
Main PID:
Tasks:
Memory:
CGroup:

nek 14 19:45:
nek 14 19:45:
nek 14 19:45:
aek 14 19:45:
aek 14 19:45:
nek 14 19:45:
nek 14 19:45:

loaded (/opt/rubackup/etc/systemd/system/rubackup_client.service; >
active (running) since Mon 2020-12-04 19:45:07 MSK; 9s ago

4045 ExecStart=/opt/rubackup/bin/rubackup_client start (code=exite>
4056 (rubackup_client)

2 (limit: 1110)

8.5M

/system.slice/rubackup_client.service

L4056 /opt/rubackup/bin/rubackup_client start

07 rb-clientl rubackup_client[4056]: ... module File system was ch>
07 rb-clientl rubackup_client[4056]: Try to check module: Block de>
07 rb-clientl rubackup_client[4056]: Execute 0S command: /opt/ruba>
07 rb-clientl rubackup_client[4056]: Module version: 1.4

07 rb-clientl rubackup_client[4056]: ... module Block device was c>
07 rb-clientl rubackup_client[4056]: Try to check module: LVM logi>
07 rb-clientl rubackup_client[4056]: Execute 0S command: /opt/ruba

11
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YctaHOBKa cepBepa RuBackup

OT0T pasgmen onucbiBaeT MOArOTOBKY, YCTAHOBKY W HAaCTPOIKY cepsepa
RuBackup.

BHumaHue! [Mpouenypa HacTpOMKM cepBepa TakXe BbIMOJHAET
HacTponky KnueHta. lNocne HacTpomku cepBepa RuBackup He cnepyert
BbIMOJ/IHATL Ha HEM HACTPOWMKY K/MEHTa, TaK KaK 3TO MOBNEYET 3aMeHy
cepBepHbIX HAaCTPOEeK KIIMEHTCKUMU, U cepBep nepecTaHeT paboTarb.

MonprortoBka K ycTaHOBKe cepBepa

Mepen yctaHoBkoi cepBepa RuBackup HeobxoOuMMO yCTaHOBUTbH KJIMEHT
RuBackup (cM. cTp. 6), a Takxe NpOoBECTUN HACTPOWKY, ONUCaHHYIO B 3TOM pasgerne.

Heob6xoaoumblie nakeTbl

Mepen yctaHoBkol cepeepa RuBackup Heobxoammo, 4Tobbl B cucTeMe Bbinu
YCTaHOB/EHbI CNneaytolmne nakeTbl.

HasBaHue naketa PyHKLUN

mailutils (nnm bsd-mailx) YTUnunTbl 3NeKTPOHHOM MoYTbl

libcurl4 (BoamMoxHo libcurl3 | Bubnunoteka curl
B 3aBucumocTtu ot OC)

nfs-kernel-server Ons npepoctaeneHns NFS nanku knuneHty ans
nfs-common ornepatuBHoi paboTbl C PE3EPBHLIMU KOMUSAMA NMPK
ncnonb3oBaHUKM onuumn nfs-share-mountpoint

1ibqt5sql5-psql Heobxoomm ons OC Astralinux

Ha3eaHunsi nakeToB MOryT OTIMHATLCS B 3aBMCUMOCTM OT AncTpubyTmea Linux.

Yr06bl cuctema yBegomneHuii RuBackup paboTana KoppekTHO, HeobXxoamMmMo
HaCcTpOUTb OTMPaBKy 3NEKTPOHHOM MoyTbl ¢ cepBepa RuBackup. Ons otnpasku
3NeKTPOHHOM no4Thl cepsep RuBackup ucnonbayet ytmnuty /usr/bin/mail.

12
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Mpn ncnonb3oBaHWM NEHTOYHOW OUBINMOTEKM C CEPBEPOM PE3EPBHOMO
KOMUPOBAaHWSI, HACTPOWKY CM. B pykoBoacTBe «PaboTa ¢ neHTo4YHOM BUBNNOTEKOI>.

Ecnn npepnonaraercsa npenocTaBneHVe KMEHTaM CeTeBoW  (halnoBon
cuctembl NFS aonst co3gaHunst pe3epBHbIX KOMWiA, TO 3Ty BO3MOXHOCTb HEODX0AUMO
HacTpoutb Ha  cepBepe RuBackup (cM.  «PykoBoAocTBO ~ CMCTEMHOro
agmnHuctparopa RuBackup»).

Maketbl ans OC 6e3 rpachmnyeckomn 060104KH

Ecnn Bbl ycTaHaBnvBaeTe cepBep RuBackup Ha OC 6e3 rpadpuyeckoi
obonoyknM, TO ONS  BO3MOXHOCTM  MCMOMb30BaTb  OKOHHbIA  MeHenxep
AnmuHncTtpaTopa RuBackup (RBM) HeobxoamMMo yCTaHOBUTL Cenytowme nakeTb:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigil

Hactpouka CYB /[, PostgreSQL

MeTtanaHHble pe3epBHbIX KOMWIA 1 KOHGOUIYPaLMOHHbIE NapaMeTpbl CUCTEMbI
pe3epsHoro konuposaHms RuBackup xpanstca B CYBJL PostgreSQL. CYBL
MOXET pacronararbCs Ha OCHOBHOM CepBepe pe3epBHOro konnposaHus RuBackup
unn B kakoM-nmbo apyrom mecte. RuBackup nonnepxusaet PostgreSQL Bepcuii
9.6,10,11mn12.

Mepen yctaHoBkoi cepeepa RuBackup B doain pg_hba.conf Heobxoanmo
n06aBnTb BO3MOXHOCTb noakntodeHust k CYB L, ansi Bcex cepeepoB, KOTopble byayT
BXOOUTb B cepBepHyto rpynnuposky RuBackup. Hanpumep:

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all peer
# IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.50/24 md5
host all all 192.168.0.51/24 md5
host all all 192.168.0.52/24 md5
host all all 192.168.0.53/24 md5

B gpaiine postgresql.conf Heobxoaumo HacTpouTts listener:
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# - Connection Settings -

#listen_addresses = 'localhost'
listen_addresses = '*'

port = 5432
max_connections = 100

=+

H OH O H R

& 'RuBackup

what IP address(es) to listen on;

comma-separated list of addresses;
defaults to 'localhost'; use '*' for all
(change requires restart)

(change requires restart)

(change requires restart)

[Mocne BHECEHNS 3TUX N3MEHEHWIA HEOBXOANMO:

MepesarpyauTb cepsuc postgresql:

$ sudo service postgresql restart

MpoBeputb nogkntoyeHme Kk CYB:

$ sudo -u postgres psql

psql (12.5 (Ubuntu 12.5-0ubuntu0.20.04.1))

Type "help" for help.

postgres=#

3apatb naponb ans nonb3osatenst 6asbl 4aHHbIX postgres:

$ sudo -u postgres psql

psql (12.5 (Ubuntu 12.5-0ubuntu0.20.04.1))

Type "help" for help.

postgres=# alter user postgres password '72345';

ALTER ROLE
postgres=#

Mpwn yctaHoBke cepeepa RuBackup B OC Astra Linux SE 1.6 Heobxoammo B

oanne /etc/parsec/mswitch.conf ona napametpa zero_1if_notfound yCcTaHOBUTH
3Ha4yeHve yes 1 3atem nepesarpy3ntb cepsuc PostgreSQL:

$ sudo service postgresql restart
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YcraHoBKa cepBepa RuBackup

BHumaHue! [Mpouenypa HacTpOMKM cepBepa TakXe BbIMOJHAET
HacTpouky knueHrta. lNocne HacTpowku cepsepa RuBackup He cnepyet
BbIMONHATL HA HEM HACTPOMKY K/IMEHTa, TaK KakK 3TO MOBJEYET 3aMeHy
CepBepHbIX HAaCTpPOeK KIIMEHTCKUMU, U cepBep nepecTaHeT paboTarb.

Ina ycraHoskn cepsepa RuBackup cnegyetr BbinonHWTL cnegytowme
OencTeumg:

1. HactpouTb cnegytowme nepemMeHHble cpeabl Ofs  Nonb3oBatens root
(Heobxoammo nobaBuTb cneayowme CTPOKM B ¢paiin /root/.bashrc):

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/1lib
export PATH
export LD_LIBRARY_PATH
9TV NepeMeHHble Tak>Xe MOXHO onpenenvTb B goanne /etc/environment.

2. YcraHosuTtb naket rubackup-server:

$ sudo dpkg -1 rubackup-server.deb
Nms q3a|7|na nakeTta MOXXeT OT/IN4aTbCA B 3aBUCUMOCTIU OT CﬁOpKVI.

Mpn yctaHoBke cepsepa RuBackup B OC Astra Linux SE 1.6 c
aKTUBMPOBAHHLIM PEXVMOM 3alMTHOA MPOrpaMMHON Cpefdpl, MOcne YCTaHOBKU
nakerta rubackup-server crepnyer:

1. BbINONHUTL KOMaHAy:

$ sudo update-initramfs -u -k all
2. Nepesarpyantb ONepauUmoHHY CUCTEMY:

$ sudo init 6

dann nuueH3Inm

Cepeep RuBackup comepxut B cebe nMUEH3NKO Ha BbIMNONHEHME
pPEe3epBHOr0 KOMMPoBaHMs obwmM 06BEMOM pe3epBHbIX konuid 1 Th. MNpu nepeom
3anycke cepsep RuBackup nonbiTaetcs nony4ntb NULEH3WMOHHBLIA doain ot
rnobanbHoro nuueHsmoHHoro cepeepa RuBackup. Ecnu Bbixon B VIHTEpPHET C
cepBepa HeBO3MOXEH, obpaTuTecb K CBOEMY MOCTaBWMKY C ykasaHuem hardware
ID pns nonydyeHuMs NUUEH3WOHHOrO doavna. Hardware D MOXHO y3Hatb npu
MOMOLLM Creaytolen KOMaHabI:
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# rubackup_server hwid

Copyright Andrey Kuznetsov 2018-2020

Exclusive rights: LLC "RUBACKUP"

NcknwuntenbHole npaBa npuHaanexat 000 "PYB3KAMN"

Version: 1.4

RuBackup hardware ID:
148e3bbc01691f1f67285cc4498c50571baled9cc43061995feb3c64716a3917

JIueH3NoHHbIN dhann cnepyet NOMECTUTL B Katanor /opt/rubackup/etc.

HacTtpownka ocHoBHOro cepsepa RuBackup

[MepBoHavyanbHas HacTtponka cepsepa RuBackup ocywectensetcs c
MOMOWbID  WHTEPAKTMBHON  yTvnmutbl rb_init. YTtwuta rb_init pobasut
HeobXxoOMMble CeTeBble CepBUCbl B dhalin /etc/services. BbinonHuTe cnenytowme
OencTeumg:

1. 3Banyctute rb_init oT uMeHn cynepnonb3oBaTensi.

$ sudo rb_init

RuBackup initialization utility

Copyright Andrey Kuznetsov 2018-2020

Exclusive rights: LLC "RUBACKUP"

UcknwumTenbHble npaBa npuHagnexat 000 "PYB3KAM"
Version: 1.4

RuBackup command service was added to /etc/services
RuBackup license service was added to /etc/services
RuBackup media service was added to /etc/services

Do you want to configure RuBackup server (primary, secodnary,
media) or client (p/s/m/c/q)?p

2. Bblbepute cueHapuii KOHCPUIyprMpPOBaHUS OCHOBHOrO (primary) cepsepa. [ns
9TOr0 HaXMUTE KNnasuLly p.

Primary server configuration...Config
file/opt/rubackup/etc/config.file exists. Create new (y/n)?

3. B cnyyae cospaHMs  HOBOro  KOH(pUrypaumMoHHOro cpamna  Ccrapbiid
KOHOPUrypauUMOoHHbIA goaiin 6y et CoXpaHeH ¢ APYrM UMEHEM.
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Found RuBackup command service: 9991/tcp

Found RuBackup license service: 9992/tcp

Found RuBackup media service: 9993/tcp

Do you want to configure RuBackup server (primary, secodnary,
media) or client (p/s/m/c/q)?

Primary server configuration...

Config file/opt/rubackup/etc/config.file exists. Create new (y/n)?

Copy old config file to: /opt/rubackup/etc/config.file.old.2020-
Dec-14H19-32-52

Interfaces for RuBackup server: lo enp0s3
Do you want to create RuBackup database (y/n)?

Cospaiite 6a3y baHHbIX M 3apdaiite naponb s nonb3oBatens 6asbl AaHHbIX
rubackup:

Do you want to create RuBackup database (y/n)? y

Hostname or IP address of PostgreSQL server: 192.168.0.100
password of postgres user:

Create PostgreSQL user rubackup

Set rubackup password:

Repeate password:

User rubackup was created

Create new rubackup database

Hostname of primary server: rubackupil

Will you use secondary server (y/n)?

Ecnn B KOHGoUrypauum cuCTeMbl Pe3epBHOr0 KOMMPOBaHUSA npennonaraercs
pe3epBHbIn (secondary) cepsep RuBackup, To BBeaute ero ums unm IP agpec.

Lanee byneT BbINONHATLCS HAcTpolika knveHta RuBackup. Boibepute ceteBol
WHTEpPQoenc, nocpencTtsoM kotoporo  knneHty RuBackup paspeweHo
B3aVMOLENCTBOBaTb C CUCTEMOW PE3EPBHOr0 KOMMPOBaHUS:

Hostname of primary server: rubackupil
Will you use secondary server (y/n)?
Hostname of secondary server: rubackup2

Possible interfaces for RuBackup client communication:
lo [0]

enp0s3 [1]

Choose client net interface for use: 1

Selected interface: enp0s3
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7. YKaxwute, HY>XHO N1 NOAMUCbIBATb Pe3epBHble KOMuUU UMEPpOoBOA MOAMNUCHIO,
co3fatb MacTep-kKMoy Ond 3awutHOro npeobpasoBaHUs Pe3epBHbLIX KOMWiA
KNMeHTa 1 co3naHus Knoyer LmdgopoBor NoanmcK, 1 cos3natb Kno4u LMdopoBom
noanncu.

Will you use digital signature (y/n)?y
Local backup directory [/tmp] :

You have RuBackup master key file: /opt/rubackup/keys/master-key
This key is used to crypt and decrypt RuBackup archives
If you drop it you can't decrypt your archives

If you have crypted RuBackup archives STOP NOW and SAVE exists
key!!!

Do you want to create new key, the old one will be deleted (y/n)?y
Create RuBackup master key...
Passphrase:

You have secret key for digital signature:
Jopt/rubackup/keys/secret-key.pem

Do you want to recreate key pair (y/n)?y
Create new secret key

Create new public key

BHumaHme! [Mo oOkoH4yaHuMM paboTbl yTUAWUTBI rb_init Oyper
cchopmmpoBaH rnaBHbIN KOH(pUrypaummoHHbIN cann
/opt/rubackup/etc/config.file. B aTtom dpanne napameTp server-inet-
interfaces onpepensieT ceteBble MHTepdoeMCbl, NOCPEACTBOM KOTOPbIX
cepBepy pe3epBHOro KONMMpPOBaHMA pas3pelleHO B3auMoOenucTsoBaTb C
KnueHTamu. B cnucke uHTepcencos Heo6x0OQMMO OCTaBUTb TONbKO Te,
KOTOpble Heo6XxoAuMbl, U ypoanuTb BCe NULLHWE MHTepdhenCbl, eciu OHU
NPUCYTCTBYIOT (vnet, virbr u 1.n.).

Mo okoH4aHuK paboTbl rb_init Bynet cosgaHa nokanbHas rpynna rubackup,
B KOTOpylo crneayeT nobaeuTb BCex Monb3oBaTeneil, kotopble ObyayT pabotatb ¢
RuBackup.

Ecnn nnanupyetca TtectuposaHue RuBackup, pekomeHngyeTcs 3anyckarb
cepsep RuBackup B TepMUHANBHOM peXMME C MOMOLLbIO KOMaHbI:

# rubackup_server start
OctaHoBuTb cepeep RuBackup MOXHO € NOMOLLbIO KOMaHb!:

# rubackup_server stop

[nga wratHoM akcnnyataumm pekoMmeHayetcs 3anyckatb RuBackup kak
cepsuc. Cnenynte NHCTPYKLMM U3 pasgena Huxe.
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HacTtpoika 3anycka cepsepa RuBackup

Ins wraTHo akcnayaTaumm pekoMmeHayetcs 3anyckaTb RuBackup kak

cepsucC. [lns atoro BbINONHUTE cnepywouwune Oencreus:

1.

Bkntounte cepsuc knuenta RuBackup:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

Bknrounte cepsuc cepsepa RuBackup:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_server.service

[MepesarpyauTe systemctl:

$ sudo systemctl daemon-reload
3anycTuTe cepBuC rubackup_client:

$ sudo systemctl start rubackup_client
3anycTuTe cepBuC rubackup_server:

$ sudo systemctl start rubackup_server

YTo4HUTb cTatyc knueHta RuBackup MOXHO npu nomoLm KoMaHab!:

$ sudo systemctl status rubackup_client
e rubackup_client.service - RuBackup client
Loaded: loaded (/opt/rubackup/etc/systemd/system/rubackup_client.service; >
Active: active (running) since Mon 2020-12-04 19:45:07 MSK; 9s ago
Process: 4045 ExecStart=/opt/rubackup/bin/rubackup_client start (code=exite>
Main PID: 4056 (rubackup_client)
Tasks: 2 (limit: 1110)
Memory: 8.5M
CGroup: /system.slice/rubackup_client.service
L4056 /opt/rubackup/bin/rubackup_client start

nek 14 19:45:07 rb-clientl rubackup_client[4056]: ... module File system was ch>
nek 14 19:45:07 rb-clientl rubackup_client[4056]: Try to check module: Block de>
nek 14 19:45:07 rb-clientl rubackup_client[4056]: Execute OS command: /opt/ruba>
nek 14 19:45:07 rb-clientl rubackup_client[4056]: Module version: 1.4

nek 14 19:45:07 rb-clientl rubackup_client[4056]: ... module Block device was c>
nek 14 19:45:07 rb-clientl rubackup_client[4056]: Try to check module: LVM logi>
nek 14 19:45:07 rb-clientl rubackup_client[4056]: Execute 0S command: /opt/ruba

YTo4HuTb cTatyc cepsepa RuBackup MOXHO npu noMowwm KomaHapi:
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$ sudo systemctl status rubackup_server
® rubackup_server.service - RuBackup server
Loaded: loaded (/opt/rubackup/etc/systemd/system/rubackup_server.service; >
Active: active (running) since Mon 2020-12-14 12:14:05 MSK; 15s ago
Main PID: 4331 (rubackup_server)
Tasks: 28 (limit: 1110)
Memory: 6.8M
CGroup: /system.slice/rubackup_server.service
L4331 Jopt/rubackup/bin/rubackup_server start

nek 14 12:14:11 rb-clientl rubackup_server[4331]: Warning: Pool: Default has no>

HacTponka cepBepa nocne yctaHOBKHU

Monb3oBaTtenu, OT MMEHN KOTOPbIX OyOeT OCyWeCTBNSATLCS 3arycK YTUAUT
komaHgHon ctpokn RuBackup n okoHHoro MeHenxepa AgomuHuctparopa (RBM),
LOMXHbl BxoauTb B rpynny rubackup. Ota rpynna 6bina cos3gaHa yTUAWUTONA
rb_init B npouecce nepBoHavyanbHOW HACTPOMKN.

Yrobbl 0O6aBMTL NONb30BAaTENEN B rPynMy BHECUTE W3MEHEHUS B dhain
[/etc/group.

lMocne HacTponkn ocHoBHOro cepsepa RuBackup B XypHanbHOM dpaine
[opt/rubackup/log/RuBackup.log NOSABATCA 3aNMCK O TOM, YTO B nyne Default HeT
HW OOHOW 0aNNoBOM CUCTEMBI ON1S XPaHEHUS PE3EPBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

HeobxoanMo HasHauMTb Ons nyna Default xoTs Obl oOMH Kartanor Ons
XpaHeHMHpe3epBHHXKOHMW

OTO MOXHO caenatb npv NOMOLWN YTUNUTbI KOMAHAHOW CTPOKW UM OKOHHOMO
MeHenXxepa CUCTEMHOro adMMHUCTpPATopa CUCTEMbl pPe3epBHOIo KonmpoBaHUA
RBM.

HacTtpouka xpaHunuiia ¢ nomouibto rb_local_filesystems

Monb3oBaTtenu, OT MMEHN KOTOPbIX OyOeT OCyWeCTBNATLCS 3aryckK YTUAUT
KomaHoHoi cTtpokn RuBackup, monxHbl BxoguTb B rpynny rubackup. YTo6bi
n06aBnTb NONb3OBATENEN B rpynny BHECMTE U3MEHEHMS B doaiin /etc/group.

Y106bl HA3HAYMTb NOKaNbHbIA Katanor B Ka4ecTBe XpaHWMWa Pe3epBHbIX
KOMuiA cnepyeT BbINONHUTL KOMaHAY:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npumMepe B kayecTBe xpaHunmwa nobaensietcs katanor /rubackupi.
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Hactponka xpaHnnuw,a ¢ nomouibio RBM

Monb3oBatenu, OT UMEHM KOTOPbIX ByAeT OCyLEeCTBAATLCA 3anyCK OKOHHOIO
MeHenxepa AgmuHuctpartopa (RBM), momxHbl Bxogutb B rpynny rubackup.
Y0661 106aBUTL NONb30BATENEN B FPYNMy BHECUTE M3MEHEHWS B dpaiin /etc/group.

Onsa 3anycka MeHenxepa AamuHucTpatopa RuBackup wucnonbayiite
KOMaHAy:

$ rbm&

Y106bl HA3HAYMTb NOKaNbHbIA Katanor B Ka4ecTBe XpaHWMWa Pe3epBHbIX
konui ebinonHuTe B RBM cnepnyrowme nencrens:

1. Otkponte MeHo «KoHurypaums» > «XpaHunuwa» > «JlokanbHble ¢oannosble
XpaHunLa».

MeHepxep agMuHUMcTpaTopa RuBackup (on rb-client1) - 0O @K

CGEG T EINEY  MpocMoTp  [edcTBMA  AHaNUTUKE  WHGopMaLua

BazoBaf KOHQWIypauwma...
BCAWCaHWe CepeepHas rpynnupoeka RuBackup

Ipynnel Noas3oeaTensm...
Monb3oBaTenu...
Tpynnsl KAKEHTOE...

KNnueHThl...

Megwa cepeepol...

pa E MNynl...
CrpaTeruu... MoamMeHa Nynoe...
CepBUCHLIR pEXKM NokanbHuie laRnoBble XpaHUInLLa. ..
Buixog
Obnaka...

HopMankHEIR pexuM
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2. B nosBuBlIEMCS OKHE HaXMUTE KHOTMKY <<,D,O6aBI/ITb>>.

XpaHnunuuwe: pannoeele cucteMel (on rb-client1)

OnwcaHue

| LlgeTa no nynam

Monck... |MoBasuTh...

3. Bbibepute 3apaHee NoaroToBNEHHbIV KaTtanor (Hanpumep, /rubackup1/).

Client: rb-client1 / (on rb-client1)

s

| bin/
boot/
cdromy
devy
et/
homef
liby
lib32/
libed/
libx32/
lost+found,
media/
mnt/
opt/
proc/
root/

| rubackuE—tmi.f |

runf
shin/
snap/
srvf
sys/
tmp/
usr/
var/
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N onoNMHUTEeNbHO

HacTtpownka pe3epBHoro cepsepa RuBackup

BHumaHue! Hactpomka pesepBHOro cepsepa RuBackup tpebyercs
TONLKO B TOM cCny4yae, ecnm B cepBepHou rpynnuposke RuBackup
npegnonaraeTtcs MUCNonb3oBaTb pe3epBHbI cepBep. [MOnsa paboTbl
pe3epBHOro cepeepa Tpebyetcsi oTAeNnbHas IMLLEH3US.

[NepBoHavanbHas HacTponka pe3epBHOro cepsepa RuBackup
OCYLLECTBNAETCA C [MOMOLWbIO WHTEPAKTMBHOM yTunmTbl rb_init. BbinonHute
cnenyowne 0encTBus:

1. 3anyctute rb_init oT UMeHn cynepnonb3oBarens.

$ sudo rb_1init

RuBackup initialization utility

Copyright Andrey Kuznetsov 2018-2020

Exclusive rights: LLC "RUBACKUP"

NcknwuntenbHole npaBa npuHaanexat 000 "PYB3KAMN"
Version: 1.4

RuBackup command service was added to /etc/services
RuBackup license service was added to /etc/services
RuBackup media service was added to /etc/services

Do you want to configure RuBackup server (primary, secodnary,
media) or client (p/s/m/c/q)?s

2. Bbibepute cueHapuii KOHOUrypupOoBaHMUS Pe3epBHOro (secondary) cepsepa.
Ilna aToro HaXxmmTe KnasuLly s.

3. Bseaowute agpec cepsepa, Ha KOTOPOM pacronaraetcst 6asa aaHHbIx RuBackup,
1 Naponb. YKaxuTe nMeHa OCHOBHOIO 1 pe3epBHOro cepeepa RuBackup.

Interfaces for RuBackup server: lo enp0s3

Connection to RuBackup database

Hostname or IP address of PostgreSQL server: rubackup-serveril
password of rubackup user:

Hostname of primary server: rubackup-serveril

Hostname of secondary server: rubackup-server2

4. Bblbepute ceTeBoW MHTEPAIENC, MO KOTOPOMY OyaeT BbIMONHSATLCS Pe3epBHOE
KOonupoBaHue.
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Possible interfaces for RuBackup client communication:
lo [0]

enp0s3 [1]

Choose client net interface for use: 1

Selected interface: enp0s3

5. Ykaxwure, HY>XHO J1n noAnncCbiBaTb pPEe3EpPBHbIE KOMUK KINEHTA Ll,VIdeOBOVI
noaonucblo.

Will you use digital signature (y/n)?

6. YkaxwuTte nokanbHbI Katanor A5 BbiNONHEHNS Pe3EePBHbIX KOMUIA.

Local backup directory [/tmp] : /rubackup-tmp

7. Cospaiite MacTep-kod 4718 3alMTHOro NpeobpasoBaHmst Pe3ePBHbIX KOMUA 1
co3[aHus Knoyel umdopoBoit nognucy. BeeanTe naponb Ans ero reHepaumu.

Do you want to create new key, the old one will be deleted (y/n)?
Create RuBackup master key...
Passphrase:

You have secret key for digital signature:
Jopt/rubackup/keys/secret-key.pem

Do you want to recreate key pair (y/n)?y
Create new secret key

Create new public key

Mo okoHYaHMM paboTbl rb_init 3anycTuTe KAMEHTCKUA W CEepPBEpPHbIii
CepBUCbl  pPe3epBHOr0  konuposaHus. Cnepyite WHCTPYKUMWM K3 pasgena
«HacTtporika 3anycka cepsepa RuBackup» Ha cTp.19.

Mo 3aBepLEHNN HACTPONKN Pe3epPBHOrO cepeepa HeobxoaMMo:

1. Pe3epBHblli cepBep Mpu MepBOM 3anycke noTpebyeTrcs aBTopu3oBaTb B
CUCTEMe Pe3epBHOro KONMpoBaHUS Kak Meauacepsep.

2. Pe3epBHOMY cepBepy HY>XHO Ha3HauMTb XOTs Obl oguH nyn Tuna «Painosas
cuctema» ONa  XpaHEHUs pPe3epBHbIX KOMWA WM Kartanor Ans XxXpaHeHus
pe3epBHbIX KOMWIA.

OTn 3a4aym MOXHO BbIMONHWUTL B OKOHHOM MeHeaxepe AnMuHucTpartopa
RBM (cM. «PykoBoacTeo agmuHuctpartopa RuBackup»).
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Hactponka meanacepsepa RuBackup

BHumaHue! HacTtponka meauacepsepa RuBackup tpebyetcs Tonbko
B TOM Cnyyae, ecnu B cepeepHou rpynnuposke RuBackup npepnonaraercs
Ucnonb3oBaTb MOOMNONMHUTENbHbIA cepBep. Onsa pabotbl Meauacepsepa
TpebyeTcs oTaenbHas NULEH3US.

MepBoHavanbHasa HacTporika meamacepsepa RuBackup ocywectensercs c
MOMOLLbIO MHTEPAKTUBHOW YyTUAWTBI rb_init. BoinonHute cnenyowme oencTauns:

1. 3anyctute rb_init oT UMeHn cynepnonb3oBarens.

$ sudo rb_1init

RuBackup initialization utility

Copyright Andrey Kuznetsov 2018-2020

Exclusive rights: LLC "RUBACKUP"

NcknwuntenbHole npaBa npuHaanexat 000 "PYB3KAMN"
Version: 1.4

RuBackup command service was added to /etc/services
RuBackup license service was added to /etc/services
RuBackup media service was added to /etc/services

Do you want to configure RuBackup server (primary, secodnary,
media) or client (p/s/m/c/q)?m

2. BblbepuTte cueHapwii KOHpUryprpoBaHUs Meanacepsepa. [is aToro HaxmuTe
Knasuwy m.

3. Bseaowute agpec cepsepa, Ha KOTOPOM pacronaraetcst 6asa gaHHbIx RuBackup,
1 Naponb. YKaxuTe nMeHa OCHOBHOMO 1 pe3epBHOro cepeepa RuBackup.

Interfaces for RuBackup server: lo enp0s3

Connection to RuBackup database

Hostname or IP address of PostgreSQL server: rubackup-serveril
password of rubackup user:

Hostname of primary server: rubackup-serveril

Hostname of secondary server: rubackup-server2

4. Bblbepute CeTeBOIN MHTEPMEC, Mo KOTOPOoMy ByaeT BbINONHSATLCS Pe3epBHOE
KOMMpOBaHMe.

Possible interfaces for RuBackup client communication:
lo [0]

enp0s3 [1]

Choose client net interface for use: 1

Selected interface: enp0s3
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5. Ykaxwure, HY>XHO J1n noAnncCblBaTb pPE3EpPBHbIE KOMUK KINEHTA Ll,VIdeOBOVI
noaonucblo.

Will you use digital signature (y/n)?

6. YKaxuTe nokanbHbliA KaTanor Ans BbIMNONHEHMNS pe3epBHbIX KOMu.

Local backup directory [/tmp] : /rubackup-tmp

7. Coapaiite MacTep-k/od 4Ns 3aWwmnTHOro npeobpasoBaHns pe3epBHbIX KOMUIA 1
co3JaHus Knoyel umdopoBoit noanucy. BeeanTe naponb Ans ero reHepaumu.

Do you want to create new key, the old one will be deleted (y/n)?
Create RuBackup master key...
Passphrase:

You have secret key for digital signature:
Jopt/rubackup/keys/secret-key.pem

Do you want to recreate key pair (y/n)?y
Create new secret key

Create new public key

Mo okoHyaHuMn paboTbl rb_init 3anycTUTe KIAMEHTCKMA W CEepPBEPHbIN
CEepBUCbI PE3epBHOr0  konmposaHus. Cnepyite WHCTPYKUMM U3 pasgena
«HacTtporika 3anycka cepsepa RuBackup» Ha cTp.19.

Mo 3aBepLlueHUM HACTPOVKK Meavacepeepa HeobXoamMo:

1. Megnmnacepeep npv nepBoM 3arycke noTpebyeTcsi aBTopu3oBaTb B CUCTEME
PEe3epPBHOro KOMMPOBaHUS Kak Meauacepsep.

2. MepnnacepBepy HyXHO HasHauiTb XOTS Obl oaMH nyn Tuna «dainosas
cuctema» ONa  XpPaHEHUs pPe3epBHbIX KOMWA U Kartanor Ans XxXpaHeHus
pe3epBHbIX KOMWIA.

OTn 3a4aym MOXHO BbIMONHWTL B OKOHHOM MeHenxepe AOMuHucTpartopa
RBM (cM. «PykoBoacTeo agmuHucTtpartopa RuBackup»).
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JlokanbHbIW BpeMeHHbIU KaTanor

IOns  cosjaHnsi W BPEMEHHOrO  XpPaHEeHWsl  PEe3EepBHbIX  KOMUA 1
BCMOMOraTe/ibHbIX (0ainoB, KOTOpble CO3LalTCs BO Bpemsi paboTbl CEpBUCOB
CUCTEMbl PE3EPBHOIrO0  KOMMWPOBaHWS WCMONb3YeTcsl foKanbHbi  katanor. [lo
YMOJIYaHUIO 3TO Katanor /tmp.

Ecnn npepnonaraetcs co3paHune 60nblmMX MO pa3Mepy PE3EpPBHbIX KOMWA,
LenecoobpasHo BblOENMTL AN 9TOr0  Katanora [OCTaTOMHOE — AUCKOBOE
MPOCTPaHCTBO. BbibpaTb MHOE MeCcTo Onsi XpaHEeHWs! PE3epPBHbIX KOMWA MOXHO
N3MEeHMB napameTp use-local-backup-directory B KOHCpUrypaumoHHOM dpanne
RuBackup /opt/rubackup/etc/config.file.

Ina wn3MeHeHns aToro napametpa Ha cepsepe RuBackup MoxHO
BOCMNONb30BaTbCs OKOHHbIM MeHenxepom AgmuHuctparopa (RBM). BbeinonHute
cnenyowne 0encTBns:

1. OtkpoinTte MeHto «KoHdurypaums» > «basoBas KOHpUrypaums».

MeHegxep agMHHMcTpaTopa RuBackup (on rb-client1)

LG0T MpocmoTp  OedcTeMA  AHanuTuka  WHdopmauws
Ba30Baf KOHMWUIypaLUua...
BEMUCaHNE CepBepHan rpynnnpoeka RuBackup

[ Tpynnsl NoAb30BATENEN. .

Monb3oBaTenu...

Ipynnsl KAKEHTOB...

KnueHThl... ‘
Menwa cepeepsl...

XpaHnanLLa 3
CrpaTeruu...

CepBNCHBIN pEXNM

Buixog

HopMankHEIn pexum

2. Ha sknagke «JJononHutenbHo» n3MeHUTe 3HadveHve napametpa «Karanor gns
XpaHeHns pe3epBHbIX KOMUiA».
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BasoBaa koH$urypauma (on rb-client1)

. OCHoBHDE AononHuTensHo |

| & cancel |

WHTepdelc knneHTa | enp0s3 x |

lo
enpls3

|
WNHTepdeicul

cepeepa

Karanor ana cozpaHue peszepBHbIX KONW#A

v/ |fempl
NFS share mountpoint

HacTpoWkH RBD

X3 Iy HKLMA | sha

Paszmepa bnoka naHHbIX | 1048576

NnuHa x3w | 512

Mcnonezoeate 3UM | yes

X3 yHKLMA |5hal

Kon-eo HUTel ona napannensHon paboTsl

Kon-eo napannenbHelx 33084 KNWeHTa

[V PacluMpeHHIl pesuM XypHaNLHLIX CooBLleHMR

CUeHapWi BLIKNIOYEHWA KIWEHTA |cance|—'tf—tasks

CUeHapWi BLIKNIOYEHWA CEpBEepa |cance|—'tf—tasks

Mocne BHECEHUSI W3MEHEHWUIA B KOHCOMIypaUWOHHbIA doaiin Heobxoaumo
nepesarpysuntb cepsucbl RuBackup:

$ sudo systemctl stop rubackup_client
$ sudo systemctl stop rubackup_server
$ sudo systemctl start rubackup_client
$ sudo systemctl start rubackup_server
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Ucnonb3oBaHue NFS

Ecnn Ha knmneHTe HepoCTaToOdHO MecTa [Ons Co3[aHus U BPEMEHHOro
XpaHeHns pe3epBHbIX konuid, To Meamacepsep RuBackup, koTopblii obpabaTbiBaeT
3apady KveHTa, MOXET MNpenocTaBuTb emy CeTeBylo (oawnoByl0 CUCTEMY BO
BpPEeMeHHOe Mosib30BaHuve.

BHumaHue! [aHHOe pellueHWe He peKoMeHOyeTCs UCnonb3oBaTb B
TOM cCny4yae, Korga Ha K/AMeHTe CMUCTeMbl pe3epBHOro KonuMpoBaHUS
MMeeTCsl JOCTaTOYHOEe NMPOCTPAHCTBO AJi CO3AaHUSA pe3epBHbIX KONUKU No
npu4ymnHe TO0ro, 4to npotokon NFS He 3awmcpposBaH. Kpome TOro, B cnyyae
Heo6X0AUMOCTM BbIMOJIHEHUS 3aLLUTHOrO Npeobpa3oBaHusl, 3TOT NpoLecc
6yneT BbINONMHATLCA B NPeAoCcTaBeHHOM K/IMEHTY CeTEBOM Kartasore.

Mpw 3anpoce KnMeHTa MeavacepBep NPenocTaBnseT eMy A0CTyn K Kartanory
CEeTeBOV (haitnoBol CUCTEMBI (OrpaHn4YeHne gocTtyna ocylwecTtensietcs no IP anpecy
KnueHTa). [ns kaxmooro KnveHTa co3gaétcsl oTheNbHblA KaTanor, HeLOCTYMHbIN
OpYyrM KnueHTtam. o okoHYaHUM 3amayn Katanor BMECTe C ero COOepXMMbIM
YHUYTOXAETCS.

Lna ncnonb3oBaHma ceteBol gpannosor cuctembl NFS, npegocTtasnsemon
MeJua-CepBepoM KNEHTY CUCTEMbl PE3epPBHOMO KOMWPOBaHWS 0718 CO34aHus ©
BPEMEHHOI0 XpaHeHUs pe3epBHbIX KOMUA, N3 KOHPUrypaLMOHHOro doamna KnmeHTa
[opt/rubackup/etc/config.file cnenyer yoanntb napametp use-local-backup-
directory n pobaBuTb napametp nfs-share-mountpoint C yka3aHMEM TOYKM
MOHTUPOBaHNSA CeTeBOW (PanioBOM CUCTEMbI, NPEeLOoCTaBNeHHON Meana-CcepBepoM
(no ymonyaHuto /opt/rubackup/mnt). Hanpumep:

#use-local-backup-directory /rubackup-tmp
nsf-share-mountpoint /opt/rubackup/mnt

B aTOM katanore npu BO3HUKHOBEHMW 330a4l PE3EPBHOIO KOMUPOBaHMS
6ynet cosmaH kartanor 3agadn (MMs katanora - HoMep 3agayun) U B 3Ty Touky bynet
NMPUMOHTMPOBaHa ceTeBas (oainoBasl CUCTEMa, NPenoCTaBNeHHas KMEHTY
MeLuacepBepPOM.

Ha mennacepsepe, KOTOPbIA OOMXKEH UMETb BO3MOXHOCTb MPEdOCTaBNATb
KNMeHTaM Mo 3anpocy ceTesyto doannosyto cuctemy NFS, HeobxoamMmo BblOennTb
Kkatanor, B KOTOpoM OynyT co3paBaTbCs BPEMEHHble KaTtanoru Aans 3ajau
pe3epBHOro konvposaHus knneHtos (NFS ons knueHTos):

Inga storo 8 RBM BbinonHute cnegyrowmne 0encTeus:
1. Otkponite Bknanky «CepsepHas rpynnuposka RuBackup».
2. Boibepute Meamnacepsep.

3. Ha Bknapgke «®ainoBble CUCTEMbl» 3afanTe 3Ha4YeHWe napameTpa
«Karanor gnsa NFS».
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MeHepkep apMHHHCTpaTopa RuBackup (on rb-client1) - 0 @&

Kondurypauus MpocvoTp  [eAcTeua  AHanuTuka MHpopMauus

ObLekThl Crparerumn InobankHoe pacnucaHue CepeepHas rpynnupoeka RuBackup
Wma xocta Onucanne Ganncesie cucTeMsl | JleHTouHble Gubnnotekn | O6naka
T T
OBLINHOE XpaHWAWLLE:
0BbLaR eMKOCTh: 9.29 re
Mcnons3oeaxo: 7.38
ABapHMiHOR XpaHHAMLLE:

OBwan eMKoCTL: 9.29

WMecnons3oeaHo: 7.38
BpeMeHHOe XpaHHnuuULe:

KaTanor gna NFS |iruhackup-sharsd ‘

Nyne:
Filesystem Total, GB Available, GB Used, % OnucaHue
1| /rubackupl/ 9.29 1.91 79

Default

Nuuexzua: 3akak3vyuk localhost EMKocTh: |1 T6, ucn.: |0.00 T6 | 0% | Clients: «

Twn: Server Havano: 2020-12-14  Konew: 2021-12-14 Sockets: =

CoenwHerue: rubackup@localhost HOPMankHLIA pesuM

Mpn BO3HVKHOBEHMW 3a4a4M PE3EPBHOrO KOMMPOBAHKS B 3TOM KaTanore Ha
Meauacepsepe byneT cosnaH katanor (MMs Kkartanora - HoMep 3a4aqun) ons KmeHTa.
B xone BbIMNOMHEHMS! 334241 CO3aaHHble Pe3epBHbe Konun ByoyT nepemelleHbl 13
BPEMEHHOro Kartasnora, NpefoCTaBNEeHHOrO KIMEHTY MeanacepBepoM, B YCTPONCTBO
XpaHeHUs B COOTBETCTBYIOWEM Myne MeavacepBepa, a Mo OKOHYaHUM 3ajayu
PE3epPBHOI0 KOMMPOBaHWSI HEHY>XHbI BpEMEHHbIN KaTanor 6ynet ynanéH.

Ecnn knneHT ncnonb3yeTt ceTeByto pannoBylo CUCTEMY Meguacepsepa ans
CO30aHnsa U BPEMEHHOro XpaHeHWs pe3epBHbIX KOMWIA, MofiHas pesepBHas Konus
pecypca, On8 KOTOPOro BbIMOMHSAETCA pPa3HOCTHOE pPEe3epBHOE KOMUpOoBaHWe,
JOMKHA HaxoOuTbCs Ha YCTPOMCTBE XPaHeHUs, acCOUMMPOBAHHOM C My/NOM TOro
mMeamacepsepa, KOTOPbIA MpenocTaBnseT CeTeBylo doavnosylo cuctemy. BEcnum
nonHas pes3epsHas KON HaxXoOUTCSA Ha YCTPOMCTBAaX XpPaHEeHNS acCoOUMMPOBAHHBIX
C [OpyrMM MeOvacepBepoM, BMECTO Pa3HOCTHOM pe3epBHOA konmun Oynet
BbIMO/IHEHA MOMHasA pe3epsBHas Konus.
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YnaneHune knueHta RuBackup

Yr06bl yoanute knneHT RuBackup BbinonHute cnepyolme OencTeums:
1. OctaHoBuTE cepsuC rubackup-client:

$ sudo systemctl disable rubackup-client
$ sudo systemctl daemon-reload
2. Ypanute knneHT RuBackup.

Linux deb naker:

$ sudo apt-get remove rubackup_client
Linux rpm naker:

$ sudo rpm -e rubackup_client

Mpn HeobxogumocTn ypanutb knueHT RuBackup n3 koHdwurypaummn CPK,
9TO MOXET caenartb CUCTEMHbIM aaMuHucTpatop RuBackup npu nomowm oKoHHOro
MeHenxepa AomuHuctparopa RBM.

Mocne ypaneHma knueHta RuBackup B OC Astra Linux SE 1.6 c
aKTUBMPOBAHHBLIM PEXVMOM 3aWMTHO NPOrpaMMHON cpefbl, HEOBX0AMMO:

1. BbINONHUTL KOMaHAy:

$ sudo update-initramfs -u -k all
2. Nepesarpyantb OnepauUmoHHY CUCTEMY:

$ sudo init 6

YnaneHune cepBepa RuBackup

Yro6bl yoanute cepeep RuBackup BbinonHuWTe cnepyowme 0eincTeus:
1. OcTtaHoBuTE cepBuC rubackup-server:

$ sudo systemctl disable rubackup-server
$ sudo systemctl daemon-reload
2. Ynanute cepsep RuBackup.

Linux deb naker:

$ sudo apt-get remove rubackup_server
Linux rpm naker:

$ sudo rpm -e rubackup_server

Mpn HeobxoammocTn yoanuTtb Meamacepsep RuBackup vn3 KoHdurypaumm
CPK moxHo npu nomolwm okoHHoro MeHenxepa AomuHuctparopa RBM.
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