@ RuBackup

Cucrtema pe3epBHOro KonupoBaHus
U BOCCTaHOBNEHUSA AaHHbIX

PESEPBHOE KOINMUPOBAHUE U
BOCCTAHOBJIEHUE ®AUJIOBbIX
CUCTEM MICROSOFT WINDOWS

BEPCUA 2.4.0, 26.12.2024




CopepXxaHue

1. HasHaueHue
2. PesepBupyeMble gaHHble
3. Tunbl pe3epBHOro KONMPOBaHUA
4. Cnocobbl BOCCTAHOBNEHUA OaHHbIX
5. Tunbl BOCCTaHOBNEHMUS AaHHbIX
6. KoMnnekT nocTaBku
7. OrpaHun4yeHus
8. CucTteMHble TpeboBaHuA
8.1. TpeboBaHUs K MPOrpaMMHbIM CpefCcTBam
9. YcTaHoBKa
9.1. NMNoaroToBKa K yCcTaHOBKe
9.1.1. CeTeBble HaCTPOMKMU
9.1.2. HacTporka cnyxebHon CYB[] PostgreSQL
9.2. YcTaHOBKa NakeToB
9.2.1. YcTaHoBKa nakeTa Microsoft Visual C++
9.2.2. YcTaHoBKa nakeTta OpenSSL
9.2.3. YcTaHoBKa knneHTa PK (1 mogyns ¢annosbix cuctem Windows)
9.3. KOHpUrypupoBaHume KIMeHTa
9.3.1. PesynbTaT KOHPUrypupoBaHua knmeHTa PK
9.4. NMoaroToBKa kKnueHTa PK
9.4.1. Jo6baBneHne NCKIKOYEHNA B aHTUBUPYC
9.4.2. YcTaHoBKa orpaHnyeHunsa VSS
10. PaboTa ¢ AaHHbIMU
10.1. OnuncaHne paboTbl C JaHHbIMK
10.2. OnncaHue paboTbl ¢ gaHHbIMn B RBM
10.3. OcobeHHocTn HacTporkn RBM ona PK ¢annoson cuctemol Windows
10.4. Pe3epBHOE KOMMpoOBaHWe
10.4.1. B MeHepxepe AgMunHunctpaTopa RuBackup
3anyck MeHepxepa AamuHncTtpaTtopa RuBackup (RBM)
ABTOpun3ayma nonbsosaTtens 8 RBM
CtaTtyc knueHTa PK
ABTopwusauyma knueHta PK
CospgaHue npasuna rnobanbHOro pacnucaHus
10.4.2. B TepMmuHane
PesepBHOe KONMMpoOBaHMe C NOMOLLbIK YTUNTbI

© 0 N O g b~ W

10
10
"
1"
1
1"
12
12
12
12
13
13
14
14
14
16
16
18
20
20
21
21
21
22
23
25
32
32




10.5. Cpo4yHOe pe3epBHOE KOMMpoBaHue
10.5.1. B MeHepxepe AgMuHucTpaTtopa RuBackup
CpoyHOe pe3epBHOE KONMMpoBaHue no rnpasuny
10.6. BoccTaHoOBMEHME OaHHbIX
10.6.1. LleHTpanM3oBaHHOE BOCCTaHOB/IEHNE pe3epBHbIX KoNui B "MeHeaXepe
AgmMmuHucTpaTopa RuBackup”
10.6.2. B TepMmuHane
BoccTaHoOBNEeHWE pe3epBHON KOMUK C MOMOLLBbIO YTUMUTDI
10.7. NpocMmTOp ovepeamn 3agad
10.7.1. NpocMOTp oyepenmn 3agay B "MeHemxepe agMmnHucTpaTtopa RuBackup"
10.7.2. B TepMuHane
11. O6HOBNEHNE
12. YopaneHune
13. MNpunoxeHwue 1
14. MNMpunoxeHne 2
14.1. ObLwme HaCTPOMKM MOAYNSA B NPOLLeCcCe Pe3epBHOro KONMPOBaHUA
15. MNMpunoxexHne 3
15.1. TOHKMe HaCcTPOWKM MOLyNA B NpoLecce pe3epBHOro KONMpoBaHuA

33
33
35
36

37
41
41
42
42
42
43
44
45
46
46
48
48




Nnhasa 1. HazHauyeHue

Cuctema pesepBHoOro konmposaHmsa RuBackup n moaynb ¢annosbix cuctem Windows,
BXOAAWMN B €€ cocTas, (manee — CPK RuBackup) no3BonaroT BbINOMHATL pe3epBHOE
KonnpoBaHMe U BOCCTaHOBNEHWE U3 pe3epBHON KOMUK ¢anoB KU KaTanoros B ¢paniosou
cucteme NTFS, ncnonbayemomn B onepaymoHHbIX cuctemax cemenctea Windows NT.
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PesepBHOe KonupoBaHuMe 1 BoccTaHoBneHne pannosbix cuctem Microsoft Windows

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOE KOMMpOBaHME BbINOAHAETCA ON1A BblOpaHHbIX GannoB WU/MAM KaTanoroB K
dannoson cnctembl NTFS.

[Mpwn BbINOSIHEHUM PE3EPBHONO KOMMPOBAHUA MPUMEHSAeTCcA TexHonorma VSS, 4To nos-
BONISIET HE OCTaHaBMBaTb PaboTy M BbINONHATb Pe3epBHOE KOMMPOBaHME, B TOM 4Yuce
CUCTEeMHbIX pannos.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mopaynb pe3epBHOro KOMMPOBaHWA M BOCCTaHoBNeHUs ¢damnoson cuctembl Windows
noAfep>XuBaeT cneayroLwme Tunbl pe3epBHOro KONMpoBaHUA:

e MOMHOE pPe3epBHOE KOMMpoBaHWe. Kaxkablii pa3 npu BbINOSHEHMM 3afa4yn pe3eps-
HOro KOMUPOBAHUSA N3 UCTOYHUKA KOMUPYKOTCA BCE AaHHble 6e3 U3bATUS. DTOT TUM
pPEe3epBHOro KOMMPOBaHUA Hanbonee MeasieHHbI U pecypco3aTpaTHbIA, HO obecne-
YyMBaeT HanboNbLUYH MNOIHOTY M TOYHOCTb COXPaHEHUA OaHHbIX;

e WHKpPEMEHTaNbHOe pPEe3epBHOE KOMMpOBaHME. ATOT TUM PE3EPBHOrO KOMUPOBaHUS
npeaHasHayeH ANa KOMMPOBaHUA TOJNIbKO U3MeHMBLIMXCA ¢dainos. CHavyana cosga-
eTcs nonHas pesepsHas Konus. MNMocneaytowme pesepBHble KONun cogepyxaT daisbl,
N3MEHMBLUMECS C MOMEHTa CO3[aHuA nocnegHein pesepBHON Konun (A06aBOYHOMN
Ny NosnHoMn). Ans BOCCTaHOBMEHMS OaHHbIX NOTPebyeTcsi NONHas pe3epBHasn Konus,
Ha 6ase KOTOPOW cO3[aHa BOCCTaHaB/MBaeMasa WHKpPEMeHTalbHas pesepBHas
KOMnusi, 1 BCce A06aBOYHbIE KOMUKN, CO3[aHHble C MOMEHTa CO3[aHUs NOJIHON pe3epBs-
HOW KOMWM 00 MOMEHTa CO34aHNsi BOCCTaHaBNMBaeMOW pe3epBHOI KONuu;

o anddepeHUnanbHoe pesepBHOE KOMMPoBaHME. ITOT TUM PE3EePBHOIO KOMUPOBaHUS
COXpaHsAeT TONbKO AaHHble, N3MEHEHHbIE CO BPEMEHWN BbINONHEHUSA NMpeablayLLero
MOJIHOTrO PE3EePBHOr0 KOMUPOBaHUSA.

Mpw BbINOMHEHMM PE3ePBHOro KOMMPOBaHMA No6oro Tuna byaeTt nponseeneHa noKanb-
Has aeaynnukKauus pesepBHo Konuu (yaaneHne ay6nmpyrowmx 610KoB.).

nobanbHas genynnnkauna pesepBHON KOMUK BbINOJIHAETCA MPU COXPaHEHUN e€ B Xpa-
HUMWe 6N10YHOro Tuna.
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FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup nopgaepxuBaeT cnegyrouwme crnocobbl BOCCTAHOBNEHUSA ¢annoBOn
cuctembl Windows 13 pesepBHON Konuu:

e LleHTpann3oBaHHOE BOCCTaHOBlEHMe ¢annoson cuctembl Windows 13 pesepBHOM
Konuu. BoccTaHoBNeHNe U3 pe3epBHON KONUN BO3MOXHO NocpeacTsoM MeHemxepa
agMuHucTpaTopa RuBackup vnu yTunuTbl KOMaHLHOW CTPOKW rb_repository. Peko-
MeHOyeTCA UCMNOoMb30BaTb LeHTpann3oBaHHOE BOCCTaHOBNEHNE OaHHbIX.

e 5IOKasibHOe BOCCTaHOBMIEHME [aHHbIX U3 pe3epBHON Konuu Ha knneHTe PK. BoccTa-
HOBJIEHME N3 PE3EePBHOMN KOMUM BO3MOXHO MNOCPEACTBOM YTUIUTbI KOMaHLHOM
CTPOKWU rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup noggep>unBaeT crefyrowme Tunbl BOCCTAaHOBNEHNA GpanifioBON CUCTEMDI
Windows 13 pesepBHON KOMuu:

e MOJIHOE BOCCTaHOB/IEHME BCex GpannoB M nanok B ¢pannoBon CUCTEME y3/a KIINEHTA
pe3epPBHOro KONMPoOBaHUS;

e FPaHyNApPHOE BOCCTAHOBMEHME BblIOpaHHbIX Nanok unn ¢annos N3 pe3epBHO KOMuu.
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Nnaea 6. KoMnnekT nocTtaBKu

Mogynb ¢annoson cuctemMbl Windows BK/IHOUEH B COCTaB MakeTa KIMEHTa pe3epBHOro
KOMMpoBaHWS RuBackup B dopmarTe .exe C MMEHEM
RuBackup_client_installer_<version>.exe, roe <version> — HOMep Bepcun nocrtaBnse-
MOro nakerTa.
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naBa 7. OrpaHuyeHun

e MakcumManbHbIV pasMep oTAeNbHOro ¢anna, noanexkaliero pesepBHoMy Konnposa-
HUO, cocTaBnsaeT 500 I'b.

e MaKcuManbHbIA COBOKYIMHbIN 06BbEM [aHHbIX B NMpoLecce BbINOJHEHUA PEe3epPBHOro
KOMMpOoBaHWA cocTasndaeT He 6onee 2 Thb.

e lNpun pes3epBHOM KOMUPOBaHUWN SIP/bIKOB pe3epBHOE KOMMPOBaHWe ¢anioB, Ha KOTO-
pble CCblNaeTCca APMblK, He BbINOMNHAETCA. [1pyM BOCCTAHOBIEHMM PE3EPBHON KOMUM
6yAeT BOCCTAHOB/EH TOJbKO SPIbIK.

o PesepBHOE KONMMpOBaHME PecypcoB, cCoaepXalmx CUMBON «'» B UMEHU, He noanep-
XXUBaeTCs (3aBepllaeTcs owmnbKon).

e Pe3epBHOE KOMMPOBaHME CNNUCKa pecypcoB (HECKOMbKMX GaifioB UM Nanok B Kaye-
CTBe pecypca) HegOoCTYMHO.

» BoccTaHoBneHME pe3epBHbIX KOMUIR, BbIMOSHEHHbLIX KITIMEHTOM Pe3epBHOro KOMMpo-
BaHMA pgaHHbix OC Windows Server, Ha KITMEHTE pPe3epBHOro KOMMPOBaHUSA B cpeae
OC cemencTBa Linux HegoOCTYyMHO.

o BoccTaHoBeHME pe3epBHbIX KOMUIA, BbIMOSTHEHHbLIX KIIMEHTOM Pe3epBHOro KOMmMpo-
BaHUsA gaHHbIx OC ceMencTBa Linux, Ha KMeHTe pe3epBHOro KONMpoBaHUsA B cpeae
OC Windows Server Heg0CTYMHO.

 [locne BOCCTAHOB/IEHUSA PE3E€PBHOM KOMUM AaTa U BPeEMSA CO3[aHUsi BOCCTAHOBMEH-
HbIX GalinoB 1 Nanok byaeT cCoOoOTBETCTBOBATL AaTe UX BOCCTaHOBNEHUS.

¢ ABTOHOMHbBIN peXNM paboTbl KSIMEHTA PE3EPBHOr0 KONMPOBaHUA B cpene QyHKLMOo-
HuposaHna OC Windows Server He noggep>xmBaeTcs.

e PaboTa rpapuyeckoro MeHepgxepa knmeHTa RuBackup (RBC) B cpege OC Windows
Server He nogaep>XXmBaeTcs.

o PekoMeHayeM npu co3gaHumn rpynn KIANEHTOB pe3epBHOro KONMpoBaHUA (Knactep-
HbIX MW pasfensaemMblX) PasHOCUTb KJIMEHTbI PEe3epPBHOMO KOMMPOBAHUA B 3aBMCMMO-
CTW OT UCNONb3yeMon UMK cpeabl dyHKLMoHMpoBaHusa (OC Windows Server nnmn OC
cemMencTBa Linux). B MHOM cny4ae 3TO MOXET NPMBECTU K HeonpeaeneHHoOMy nose-
AEHNIO NPU CO34aHUN pe3epBHbIX KOMun Ha pasHblix OC.
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naBa 8. CucrtemMHble TpeboBaHUNA

8.1. Tpe6oBaHuA K NporpaMMHbIM CpeACcTBaM

[nA BbINONHEHUA Pe3epPBHOro KONMPOBaHUA U BOCCTaHOBNEHNA dannoBon cuctemsl OC
Windows cpegctBamu CPK RuBackup Ha y3ne Heob6xoaumMo npenycTaHOBEHHOE Mpo-
rpaMMHoe obecrneyeHue:

64-6uTHas onepauMoHHasa cuctema (ogHa us):
Windows Server 2012;
Windows Server 2016;
Windows Server 2019;
Windows Server 2022.

6ubnmnoteka OpenSSL Bepcusa 3.3.0, ycTaHoBneHHas B gupektopuro C:\0OpenSSL-
Winé4;

nakeT Microsoft Visual C++ Bepcusa 2015;

Nonb30BaTesNo OnepauMoHHON CUCTEMbI, BbIMOJHAOLWEMY pe3epBHOE KONMpoBaHue

dannoBon cucTeMbl, OOMKHbI BbiTb Ha3Ha4YeHbl NpaBa Ha 3amnyck cepBuCca KMEHTa
pe3epBHOro KonmposaHna RuBackup;

[na ynpaBneHns pes3epBHbIM KONUPOBAHMEM N BOCCTAHOB/IEHMEM panoBOU CUCTEMBI
Windows pekoMeHA0BaHO criegyroliee nporpaMMHoe obecneyeHume:

MeHepxep AaMunHucTpaTtopa RuBackup (RBM) ansa ynpasneHua CPK.

Takxe nogaepxunsaetca ynpasneHne CPK RuBackup nocpenCTBOM KOHCOJbHbIX YTU-
NNT.
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9.1. MNoaroToBKa K yCTaHOBKe

NnaBa 9. YcTaHOBKaA

9.1. MNoaroroBka K ycTaHOBKe

MNpoBepbTe BbINONIHEHNE TpeboBaHui, yKasaHHbIX B pasgene
"ModuleFileSystemWin:ROOT:page$conditions_of_execution.pdf"' HacTosAwwero
AOKYMEHTa.

Mogynb ¢annoson cuctemMmbl Windows BK/IHOYUEH B COCTaB MakeTa KIMEHTa pe3epBHOro
KonupoBaHnA RuBackup.

KnneHTt PK n mogynb ¢annosbix cuctem Windows MoryT 6bITb YCTaHOB/EHbI Ha JTFOOOM
y3ne — BUPTYyanbHOM UK annapaTHOM, UMeKoLWeM CeTeBOM AOCTYN ANA NOAKNHOYEHUS
K koMmnoHeHTamMm CPK RuBackup.

Ha ysne, roe 6ygeT pasBEPHYT K/IMEHT pe3epBHOro KOMMPOBaHUSA BbIMOMHUTE Cleayto-
e oencTeus:

e MpoOBepbTE CeTeBble HAaCTPOWMKM Ha Yy3ne pas3BEPTbIBAHUA KIIMEHTa pPe3epBHOro
KonnpoBaHnsa n moayna ¢anmnosbix cnctem Windows gns coeguHeHuss C OCHOBHbIM
cepsepomM CPK RuBackup;

e ycTaHoBUTe nakeT Microsoft Visual C++ Bepcusa 2015 gna BbINOSHEHNA MPUTOXEHUI
C++;

e ycTaHoBUTe OMbBIMoteky OpenSSL Bepcuma 3.3.0 gna noaLep>XkKu anroputMoB
XaLWMpPOBaHUA, WNGPOBaAHUSA N 3NTIEKTPOHHONM NOAMUCK, @ TakXXe yCTaHoBKKM 6e3onac-
HbIX SSL coeauHeHunn ¢ cepeepom RuBackup;

e HacTponTe NapameTpbl cnyxebHon CYB[], PostgreSQL.

9.1.1. CeTeBble HAaCTPOMNKHU

Ha y3ne pas3BEpTbiBaHMUA KIIMEHTa pPe3epBHOr0 KOMMPOBaHUA M MoAayna ¢annosbixX
cuctem Windows OT UMMeHM agMUHUCTpaTopa OTKPOMTE CUCTEMHbIN  dann
C:_Windows\system32__drivers__etc\hosts_ n npoBepbTe Hanmnune CTPOKN C OaHHbIMU
BCeX y3/10B cepBepHOM YacTn RuBackup (ocHOBHOW cepBep, pe3epBHbIA U Meanacep-
BEP NpW HaNUuun).

9.1.2. HacTpoiika cnyxe6Hoi CYB/[] PostgreSQL

ns pa3peweHna NCnosib3oBaHNA CUMBOJIa «\» BbINOSHUTE cnepgywowmne LEeNCTBUA:

1. OTpepakTUpynTe KOHOUrypauuoHHbin ¢ann postgresql.conf Ha ysne CYB[
PostgreSQL.

2. Hangute napameTtp standard_conforming_strings, paCKOMMEHTUPYNTE CTPOKY (nNpu
Heob6X04MMOCTHN) N YCTaHOBUTE 3HAYEHNE, PABHbIM «ON».
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3. CoxpaHuTe N3MeHeHUs B KOHOUIypaumoHHOM ¢danne postgresql.conf.

9.2. YcTaHOBKaA NaKkeToB

9.2.1. YcTaHoBKa nakeTa Microsoft Visual C++

YcTaHoBuTe nakeT Microsoft Visual C++ !, BbinonHue cnegytowme aenctems:
1. CkavdanTe nakeTbl Microsoft Visual C++ 32- n 64-paspsagHbole sepcum 2015 ¢ opumum-
anbHoro camta MankpocodT;

2. 3anycTuTe noovyepeénHo 3arpy>xeHHble ¢anmnbl ve_redist.x86.exe v vc_redist.x64.exe
N cnegynTe NHCTPYKUUAM YCTaHOBLLMKA.

9.2.2. YcTaHoBKa nakeTa OpenSSL

YcTaHoBuTe 6mubnmnotekn OpenSSL [2] Bepcua 3.3.0, BbINONHMB crefyrowme pen-
CTBUSA:

1. Ckavyante pgucTtpubytme OpenSSL Ha oduumanbHoM canTe paspaboTyumka
http://slproweb.com/products/Win320penSSL.html Bepcumn 3.3.0 gna 64-paspsgHon
OC Windows.

2. 3anycTtuTte ucnonHsaemMboln dann Win640penSSI-<version>.exe n yKaxxute gUpekTo-
puto C:\0OpenSSL-Win64, B KoTOpyo 6yaeT yCTaHOBNEHO MPUIOXeHMe.

3. MponuwmnTe NyTb K NPUIOXEHNIO B NepeMeHHbIX cpeabl Windows:

o OTKpONTE OKHO «[laHenb ynpasneHnsa — Cuctema n 6esonacHoctb — Cuctema
— MN3MeHnTb NapameTpbl — Bknagka «ononHUTENbHO» - KHOMKa «llepeMeHHble
cpenbi»;

o OTKpomnTe nepemMeHHyro PATH B pasgene «CucteMHble MepeMeHHble» TeKyLero
OKHa;

o CO3panTe ABa 3HA4YeHUSA: NOJHbIA NYTb K Manke, B KOTOPYK YCTaHOBUAM NPUIO-
XeHune, C:\0OpenSSL-Win64 v eé nognanky BIN C:\OpenSSL-Win64\bin;

o rogreepaonTe NSMeEHEHUA, Ha>XaB KHOMMKY «OK».

9.2.3. YcTaHoBKa knueHTa PK (u mogynsa ¢painoebix cuctem Windows)

1. Ha noarotoBneHHOM y3ne (BUpPTyanbHOM WMAW annapaTHoM) nopg ynpasneHnem OC
Windows Server gns yCTaHOBKM KIMEeHTa pe3epBHOro KONMpPoBaHMA N Moaynsa dan-
nosbix cucteMm Windows sanyctute OT MMEHW agMUHUCTpaTopa npeaBapuTenbHO
CKayaHHbIn ucnosHAeMbl  ¢ann  RuBackup_client_installer<version>.exe_, rpge
<version> — HOMep BEepCUN KIIMeHTa pe3epBHOro KONMpoBaHUS.

2. Bb|6ep|/|Te A3bIK I/IHTep(beVIC8 yCTaHOBLWMWKa, NnpuMnTe NMUEH3NOHHOE cornaeHne n
Ha4yHUTe YCTAHOBKY.
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9.3. KoHourypupoBaHue KnmeHTa

B npouecce ycTtaHoBKkU, B cny4dae ncnonbsosaHna OC Windows Server sepcumn 2012
n Bepcun 2016 B xoLe pasBEPTbIBAHUA KIIMEHTa pPe3epBHOro KONMpoBaHuA Oyaet
aBTOMaTUYeCKN YyCTaHOBNEH tar n3 nakeTta libarchive pna cosgaHna n ynpasneHus
NOTOKOBbIMU apXNUBHbIMWU paniamu.

B npouecce ycTaHOBKM NakeTa bygeTt co3aaHa gupekTopus C:\RuBackup-win-client.

3. MNocne 3aBepLUeHNA YCTAHOBKMU KJIMEHTA PE3EePBHON0 KONMMPOBaHUA B cpefe GyHKLUn-
oHupoaHma OC Windows Server Bepcumn 2012 n sepcum 2016 cnegyet ob6a3aTeNIbHO
nepesarpysuTb CUCTEMY 4S5 MPUMEHEHNA HAaCTPOEK.

4. 3anycTuTe CepBUC KIIMEHTa pPe3epBHOro KOMMPOBaHWUSA, ANA 3TOro: BbINOSHUTE
nepexop B OKHO «[ucneTtyep cepBepoB — CpeacTtsa — CnyXxObl», HANQUTE cepBuC
RuBackup Service v 3anycTuTe ero.

9.3. KoHdurypuposaHue KJiMeHTa

BbInoNHUTE HaCTpPOWMKY KNMEeHTa pe3epBHOro KonuposaHWa RuBackup, 3anycTumB Ha
y3/1€ UHTEPaKTUBHYIO YTUNUTY rb_init, BbINONHMB B KOMaHOHOW CTPOKe:

start C:\RuBackup-win-client\bin\rb_init.exe

Hanee ckoHpurypmpymnte knmeHT PK B MHTEpakTMBHOM peXume B COOTBETCTBUM C
AOKYMEHTOM «PyKOBOACTBO MO YCTAaHOBKE U OOHOBMEHUKO CEPBEPOB PEe3epPBHOro KOmnmn-
poBaHUA».

9.3.1. PesynbTaTt KOHpUrypuposaHusa knueHta PK

e B pesynbTate KoHpUrypmposaHus knmeHta PK 6yayT nobaBneHbl CETEBbIE CEPBUCHI
n cospaH KoHdurypaumoHHbein ¢amn C:\RuBackup-win-client\etc\config.file.txt ¢
YCTaHOBMNEHHbIMU MPU KOHOUIYPUPOBAHNN 3HAYEHNAMN NapaMeTpPOB.

o [MTapameTpbl KOHUrypaumoHHOro danna npuBeaeHbl B OOKYMEHTe
SysadminGuide:ROOT:pageSindex.pdf.

e [lpun HEoOBX0ANUMOCTU AN UBMEHEHUA 3HAUYEHNS napaMeTpoB:

o oTKpownTe dpann C:\RuBackup-win-client\etc\config.file.txt ona pepgakTMpoBaHus B
TEKCTOBOM pefakTope;

o OTPefaKTUpPyMnTe 3HauYeHne napamMeTpoB N COXpaHuTe dann,

o NPUMEHNTE NU3MEHEHUA, Nepes3anyCcTuB cepBuc knmeHTa PK RuBackup Ha Teky-
LLeM y3rie: BbIMOJMIHUTE nepexo B OKHO «[lucneTtyep cepsepoB — Cpeactea —
Cnyx6bl», HanguTe cepBuc RuBackup Service n nepesanycTuTe ero.
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9.4. NoarotoBkKa knueHta PK

9.4.1. lo6aBneHne UCKIIIOYEHUA B aHTUBUPYC

Ha y3ane knmeHTa pe3epBHOro KoNnMpoBaHua N Mogynsa ¢pansoBbiX CUCTEM MPU UCMONb-
3oBaHUM aHTMBMpyca Windows Defender gna ycnewHoro BbINOSIHEHUA MpoLecca
pe3epBHOro KOMNMPOBaHUA AaHHbIX HEOOXOANUMO UCKNOYMUTL KaTanor C:\RuBackup-win-
client n3 aBToMaTM4ecKkon NPOBEpPKU, BbINONHNUB KOMaHAy B PowerShell:

Add-MpPreference -ExclusionPath C:\RuBackup-win-client

Ons nposepkun ncknoveHnn Windows Defender BbiBeauTe NOMHBIA CANCOK UCKIHOYe-
HUI, BbINONHMB KoOMaHAay B PowerShell:

Get-MpPreference | fl exclx*

9.4.2. YcTaHOBKa orpaHuyeHusa VSS

Ona obecneyeHnUss KOHCUCTEHTHOCTU AaHHbIX PEe3epBHOM KOMUN HEOOXOAMMO OrpaHu-
YNTb OOBEM OMCKOBOro MPOCTPAHCTBA, MCNOSb3YEMOro cny>6om TEHEBOro KONMpoBa-
HUA ToMoB VSS, Ans aToro:

e OTKpPONTE «YNpaBneHne KOMMbOTEPOM», BblaenuTe «O6Lmne nankm» M HaxmuTe
NKM — BblbepuTe «Bce 3agaun» — «HacTpouTb TeHeBble Konumu» — lNapamMeTpbl —
BbIbepuTe TOM — OTKponTe «[lapameTpbl» (pUcyHOK 1);
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9.4. MoproTtoBKa kKNneHTa PK

Mapamerpes X

Tom;
CA

MecTo xpaHeHa
Pacnonoxeno Ha Tome:
CA w Caeneqna...

Makcumanstsid () ve orpariyes
Pasmep- (®) orparuuerite: 1280002 MB

MpumeyaHWe: ANA CO3NAHWA TeHEBOA KonvK TpedyeTch He menee 300
ME ceofoaHoro MecTa.

Pacnucasine

Pacrmcarme. .

rbmneqame: PacnACaHWE MO YMONYSHWID NPeayCMaTPHUBESET CO34aHMe
OEyx TEHEBLI KOMWA B AeHe. He pexomenayeTcA cosgasats Gonee
0AHOA TEHEBON KOMMK B Yac,

N ] [ omes

e B OTKPbIBWEMCSH OKHe «[lapaMeTpbl» YyCTaHOBUTE OrpaHW4yeHMe MaKCUManbHOro
pasMepa TeHeBOW Konuu B amanasoHe oT 20% po 30% oT obbéMa BbIOPaHHOro
TOoMa;

e COXPaHUTE U3MEHEHUS, HaXkaB KHOMKY «OK»;

o [ON5 NPUMEHEHNs HacTpoek nepesarpysuTe MK.

BblAennTb He MeHee 30% ANCKOBOrro NpPOCTpaHCTBa A4 TEHeBOM Konuu.

[1]1 NoppobHoe onucaHne npmeeneHo B opuLManbHOM AOKYMEHTALUN Ha NporpaMMHbI NpogykT Microsoft Visual C++
[2] MoppobHOe onucaHne NprMBeLEeHO B 0dULMANbHON AOKYMEHTaLMM Ha NporpaMMHbIn npoaykT OpenSSL
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FnaBa 10. Pa6oTa ¢ paHHbIMMU

10.1. OnucaHue pa6oTbl ¢ AaHHbIMU

PesepBHOe konupoBaHue ¢parnnoson cncteMbl NTFS BbINOMHAETCA areHTHbIM MeTOLO0M.
[aHHbIN MeToL, UCroNb3yeTCca O/ Pe3epBHOro KONMPOBaHUA U BOCCTaAHOBNEHUA ¢dan-
N0OB U Nanok onepaumoHHbIX cnctemM cemenctea Windows NT, TpebyeT yCTaHOBKN KSN-
eHTa PK RuBackup n mopynsa ¢annosbix cuctem Windows Ha pesepBuUpyeMbln y3en
(BHYTpb OnNepaLnoHHOM CUCTEMBI), YTO MNO3BONSAET CO34aBaTb MOMHbIE, NHKPEMEHTAsb-
Hble U guddepeHumnanbHble pesepBHble KONMUU 6e3 OCTaAaHOBKW OTKPbITbIX MPOLEeCcCOB
(4uTo obecneunBaeT HeNpPEpPbLIBHOCTb NpoLecca), C MUMHUManbHOW Harpys3Kom Ha y3en u
nokanbHyto ceTb LAN.

MpeaBapunTeNnbHO AN YCNELWHOro BbINOSIHEHNA PE3EePBHONO KONMPOBAHNA 1 BOCCTAHOB-
nenuvs ¢amnoson cuctemMbl NTFS passepHuTe knmeHT PK RuBackup Ha y3ne pesepBu-
pyemMon ¢pannoBon cuUcTeMbl. TakXe Ha y3en ¢ knneHtom PK RuBackup v mogynem
HeobXxoANUMO nNpeaycTaHoBUTb nakeTbl OpenSSL n Microsoft Visual C++ 2015 ana nopg-
AEPXKN anrOpUTMOB XSLWMPOBAHUA, WNGPOBAHUA U SNEKTPOHHOM MognucKu, a Takxe
YyCTaHOBKM B6e3onacHbiXx SSL coegunHeHnn; BbIMONHUTL HacTponky CYB/[ PostgreSQL Ha
y3ne, roe pasBépHyTa cnyxebHas 6asa gaHHbix RuBackup.

CospganTe 3ajayy pes3epBHOro KOMMPOBaHUA pecypca Ha y3ne C pasBEPHYTbIM MOAy-
nem ¢annoson cnctemMmbl Windows ¢ NOMOLLbIO YTUNINUTbI KOMaHOHOW CTPOKKU (nogpob-
Hee CM. pasfen PesepBHoe KONMpoBaHne ¢ NoMOLLBI YTUINTEI) UK Ha GPYroM y3ne C
pa3BEpHYTbIM MeHeg)xepoM agMuUHUCTpaTopa RuBackup, npegBapuTenbHO aKTUBUPO-
BaB QYHKLWIO LLeHTPaNn30BaHHOIro BOCCTaAaHOBNEHUA. YnpaBneHne yHKLNEN LeHTpanu-
30BaHHOr0 BOCCTaHOBJ/IEHUA [OaHHbIX obecneymBaeTcA 3Ha4YeHMEeM MapameTpa
centralizedrecovery KOHPUrypaLmMoHHOro ¢danna C:\RuBackup-win-
client\etc\config.file.txt TekyLero KnneHTa pesepBHOro konvposaHusa RuBackup.

[Mpn 3anycke 3agayn Ha cosfaHue pesepBHOW Konun ¢arnos 1 Nanok mMogynb ¢anno-
Bon cucteMbl Windows aHanusmpyeT BblbpaHHbIN pPecypc — ec/in BblbpaH TEKCTOBbLIN
¢dann, To NPON3BOAUTCA NPOBEPKa Ha MPUHALNEXHOCTb K danny Crnmcka pesepsupye-
MbIX pecypcoB. [anee moaynb oTnpasfafeT 3anpoc cnyxbe VSS Ha reHepupoBaHue
TEeHeBOW Konuu ¢annoBon cMcTemMbl, dopmupysa ¢ann n pasbmsasa Bce AaHHble Ha 610KK
no 16K6 kaxpgbin. Moaynbe ¢annoson cuctembl Windows aHanmsupyeT MNosyYeHHYH
TEHeBYH Konuwo, ¢dopmupya o¢ann MeTafaHHbIX U3 X3Wen pesepBUpyeMbIX LaHHbIX,
n3BnekaeT BblbpaHHble 6/10KM faHHbIX. [Janee ¢ann meTagaHHbIX U 6N10KU pesepBupye-
MbIX faHHbIX ByAyT oTnpaBfneHbl Ha Meanacepsep RuBackup Ansa XpaHeHus.

B cnyyae nepegaun pesepBHON KOMUM B XpaHUNuWe AedyninunpoBaHHbIX Pe3epBHbIX
KOMWIi Bcerga NpoUCXoAuT nepefaya TONMbKO TeX YHUKambHbIX GNOKOB (ANS TOro Xe
TWNA UCTOYHUKA aHHbIX), KOTOPbIX elle HET B XpaHunuLie.

[Tocne BbINOMHEHUA PE3ePBHOr0 KOMUPOBaAHUA TeHeBas Konua ¢GansioBoN CUCTEMDbI
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10.1. OnucaHune paboTbl ¢ AaHHBIMK

oynet yganeHa.

CxemMa npouecca pe3epBHOro KOMMPoOBaHWUA N BOCCTAHOBMIEHUA ¢GansioBON CUCTEMDI
Windows npuBefeHa Ha pucyHke 2.

N
‘ Pe3epBHOe KONMPOBAHKHE ‘ Pe3epEHOE KOMHPOBAHWE
CpouHoe Mo pacnucaHmo
! E OnuH pecypc | Tpynna pecypcos

Y h h A

cozgaHue CTpatern

cozaanue MNpaenna moGansHoro PAcNMCaHnA

co3fianne Mpasuna CTpaTenu

i

BoccTavoBneHne uz2
pe3epBHON KOMUK

T

YCNoBHbIE DGD3HAYEHNA!
PI/IcyHOK 1. CprKTypHaﬂ CXeMa pe3epBHOro KonnposaHmAa N BOCCTaHOBIEHUA d)al‘/'U'IOBOIZ CUCTEMbI
Windows

thyHELmMoHan RBM (yaen nog ynpaenexduem Linux)

KMMEHT PE3EPBHOND KOMMPOBAHWA (y3en noa ynpasneHuem Windows)

MonHoe BoccTaHoBneHue ¢annoson cuctembl Windows BbINOAHAETCA U3 UHKPEMEH-
TanbHOW, anddepeHumnanbHON UK MOSIHOW PEe3epPBHOM KOMUU LaHHbIX B Bbl6paHHYO
OAVIPEKTOPUIO Ha Yy3Ne KAneHTa, Ha KOTopoM Oblfla co3gaHa BOCCTaHaBNMBaemMas
pesepBHasa KOMus.

[na BOCCTaHOBNEHUA OTAENbHbIX GansioB UM NanokK UCMNosib3ynTe rpaHynspHoe BOC-
CTaHoOBNeHWe, npeaBapuTenbHO coopMmpoBaB crieumdunkauuno, cogepxallyro Bce
nMeHa ¢anioB apxmBa MeTafaHHbIX Pe3epBHOW KOMUU, B XOA4e CO3[aHUA pe3epBHON
Konuw.

[NMpn 3anycke 3agaysM Ha BOCCTAHOBJ/IEHMA pe3epBHOM Konuu ¢annoBoN CUCTEMBbI
Windows Heobxoaumo npegBaputenbHO obecneynTb cBOGOAHOE MECTO Ha AUCKE He
MeHee 110% oT obbémMa BOCCTaHaBNMBaeEMbIX AaHHbIX. B COOTBETCTBUM C MeTafaH-
HbIMW BOCCTaHaBnmBaemMon PK B BbIGpaHHOW OANMPEKTOPUN Ha Y3Ne KIIMEHTa, pe3epBHas
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Konus ¢annoBon CUCTEMbl BOCCTaHaBMBaeTCA, ByAyT co3gaHbl NycTble ¢pannbl U KaTa-
NIOrN C OpUrnHanbHbIM aTpubyTamu: UMeHeM ¢danna n TUNOM COLEPXWUMOro, AaTon U
BpeMeHeM co3faHua ¢anna, uMeHeM Bragenbua ¢anna, pasmepom ¢dawnna, npasamMmu
AocTyna K ¢anny, Metogom goctyna K ¢anny. Janee 6yayT nepefaHbl U 3anncaHbl B
HY>XHble ¢pannbl 610KM AaHHbIX N3 ¢dann BOCCTaHaBIMBAaEMOW pPe3epBHON KOMUM.

Ecnu pecypc npu co3gaHum BOCCTaHaBNMBaEeMOW pe3epBHOM Konuu 6bin 3afaH B BUAE
cnucka ¢ainos/kaTanoros, noanexalwmx pesepBHOMY KOMMPOBaHMKO, TO NMpu BOCCTa-
HOBMEHUN B BbIOPaHHYH AMPEKTOPMIO PacrakoBKM BHYTpPM Heé OyneT cosfaHa BCS
nepapxms gnsa AaHHbIX Gannos 1 KaTanoroB OTHOCUTENIbHO AUPEKTOPUM PacnakoBKM.

JlokanbHoe BoccTaHoBneHne ¢annoson cnctemol Windows BO3MOXHO NOCPEACTBOM:

e KOHCOMN Ha y3ne knueHta PK c ycTaHoBNeHHbIM Mopynem ¢anioBon CUCTEMbI
Windows ¢ ucnonb3oBaHuMeM yTUNUT rb_archives wnu rb_repository. MNMogpobHoe
onncaHne paboTbl C YTUINTOW MPUBELEHO B AOKYMEHTe «YTWUINTbl KOMaHLHOM
CcTpokn RuBackup»;

* MeHepxxepa knueHTa RuBackup. MNoapobHoe onncaHne paboTbl C yTUINTON NpuBe-
0EHO B AOKYMeHTe «PykoBofacTBe nonb3oBaTena RuBackup».

LleHTpann3oBaHHOe BOCCTaHoOBMeHMe ¢annoson cuctembol Windows BO3SMOXHO TaKXe
nocpencTBoM MeHepmkepa agMuHUcTpatopa RuBackup Ha y3ne nog ynpasneHnem OC
Linux.

10.2. OnucaHue pa6boTbl ¢ AaHHbiMU B RBM
e PK ona ogHoro pecypca no pacnucaHuwo. [1na BbINOMHEHUA pe3epBHOro Konuposa-
HUA $annNoBOMN CUCTEMBI pecypca No pacrnmcaHmo Heobxoanmo:

o 3anycTuTb MeHepxep AgMuHucTpaTopa RuBackup (RBM) (cMm. 3anyck MeHe-
axepa AgMuHucTpaTtopa RuBackup (RBM));

o aBToOpmM3oBaTbCA C NnpaBamMm agMUHNCTPATOPA (CM. ABTOpI/I3aLI,I/IFI nonb3oBaTend
B RBM);

o NPOBEPUTb CTaTyC KNMeHTa PK, Ha KOTOpOM pasBEPHYT MoAy/b ¢annosomn
cuctembl Windows (cMm. CtaTtyc knuenta PK);

o €030aTb M HacTpouTb npasuno (cMm. CosfadHne npasunia rrnobanbHoro pacnuca-
HVS) MOSIHOFO PE3epPBHOrO0 KOMMPOBAHUA AN CO3[4aHMA MNaHOBbIX PEe3epPBHbIX
KOMWIn BO3MOXHO ABYMS cnocobamu:

= B pasfgene «nobanbHoe pacnucaHue», HaXaB KHOMKY «Jlo6aBuUTb» U
HacTpouB co3pgaBaemoe paBuno;

» B pasgenie «O6bekTbl», BbiOpas BkNagky «lpasuna» n Ha)xkaB KHoMky «/loba-
BUTbY;

o MpaBnno AOIKHO MMETb CTaTyC «run» (3anyLeHo) ANns BbiNONHEHUS
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o

10.2. OnuncaHme paboTbl ¢ faHHbIMK B RBM

pe3epBHOro KONMMPOoBaHMA MO PacnmnCcaHuIo.

B pasgene «O4yepeab 3agay» AOCTYMHO OTCMEXMBaHME CTaTyca BbIMOJIHEHHbIX U
XOJ, BbINOJIHAEMOW 33434 pe3epBHOro KonmposaHus (cMm. Pasanen 10.7);

B pe3yfibTaTe BbIMNOJIHEHUS 3aayM pe3epBHas Konusa OyaeT nepemMelleHa B xpa-
HUNULLE, a eé MeTadaHHble OOCTYMHbI B pa3aene «Peno3ntopuiny.

e PK ons rpynnbl pecypcoB no pacnucaHuto. [ns BbiNoSHEHNS pe3epBHOro KonnpoBa-
HUA FPYNMNbl PECYPCOB MO PacnMCaHn HeobXoaNMO:

o

3anycTuTtb MeHepxep AaMuHmncTpaTtopa RuBackup (RBM);
aBTOPWU30BaTbCA C NpaBaMn agMUHUCTPATOPA;

npoBepuTb cTaTyc knNneHTa PK, Ha KOTOpPOM pasBéPHYT Moaynb ¢annoson
cuctemMbl Windows;

C0O30aTb N HACTPOUTb NMocCneaoBaTesIbHO!:

= CTPATErnNo nMOJIHOIro pe3epBHOro KonmpoBaHMA A4 COo34aHMA TMJ1IaHOBbIX
pe3epBHbIX Konun B pas3gene «CTpaTeFVII/I», Ha>XaB KHOTKY «[1o6aBnTb»;

» MPaBWMO CTpaTernm ANna Kaxaoro pecypca B pasgene «CtpaTermm», Bolgenve
HY>XXHYIO CTpaTeruo 1 Haxas KHomnky «[paBuna». [MOBTOPUTL CO3AaHue npa-
BWMa A5 KaXKA0ro pecypca;

o MpaBuno AOMKHO UMEeTb CTaTyC «run» (3anyLeHo) A5 BbINOMHEHNs
pPe3epBHOr0 KOMMPOBaHMA MO pacnucaHuio.

B paspgene «Oyepeb 3agay» OOCTYMHO OTC/EXMBaAHME CTaTyCa BbINOIHEHHbIX U
X0[, BbINOJIHAEMOM 3a4a4 pe3epBHOro KONMpoBaHuS;

B pesynbTaTe BbIMOJHEHUA 3a[ayu pPe3epBHble KOMUW BUPTYasibHbIX MaLUWH
OyAyT nepeMelleHbl B XpaHunuwie, a UX MeTafaHHble AOCTYMHbl B pasgene
«Penosntopuinm».

e CpouHoe PK. CpouHOe pesepBHOE KONMPOBaHME BbINOJSIHAETCA AN OQHOro pecypca
(BbIBPaHHbIX Gpannos U/MnNn KaTanoros):

o

3anycTutb MeHegyxep AgMuHucTpaTopa RuBackup (RBM);
aBTOpPM30BaTbCA C NpaBaMu agMUHUCTPATOPAa;

NpoBepuTb cTaTyCc knNuMeHTa PK, Ha KOTOPOM pasBEPHYT MoAy/Mb ¢annoBomn
cuctemMbl Windows;

BbIMOJIHNTb CPOYHOE pe3epBHOE KONMMpoBaHNE BO3MOXHO ABYMA cnocobamu:

= ObICTPbIV AOCTYM K QYHKLMN CPOYHOIO PE3EPBHONO KOMMPOBAHWUA MO HaXaTUko
Ha KHoMkKy «CpoyHoe PK» Ha BepxHen naHenn RBM;

= B pasgenie «O6beKTbI», Bblgenus KnneHTa PK, KOTopbln ocylecTBNAET ynpas-
NeHne pesepBHbIM KonupoBaHMeM ¢annoson cuctembl Windows, 1 HaxaB
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o

[e]

NOABMBLLYHOCA KHOMKY «CpoyHoe PK»;

B pasgene «Oqepe,u,b 3aga4yY» OOCTYMNHO OTCNeXunBaHe CTaTyCa BbINMOJIHEHHbLIX U
X0[, BbINONIHAEMOW 3a4au pe3epBHOIro KONMMpoBaHUA,

B pe3yfibTaTe BbINOJIHEHUS 33[a4yM pe3epBHas Konua 6yaeT nepemelleHa B xpa-
HUMMLLE, a eé MeTaaHHble AOCTYNHbI B pa3aene «Peno3nTtopuin».

e BoccTtaHoBneHune n3 PK. [1na BbINONHEHUA BOCCTAHOBMEHUA dalnfioB N KaTanoros U3
pe3epBHON KOMMNU HeO6XoaMMO:

o

3anycTuTb MeHegyxep AgMuHucTpaTopa RuBackup (RBM);
aBTOpPM30BaTbCA C NpaBaMu agMUHUCTPATOPAa;

NpoBepuTb cTaTyCc knNuMeHTa PK, Ha KOTOpOM pasBEPHYT MoAy/b ¢annoBomn
cuctemMbl Windows;

B pasaene «PenosnTtopuity BbibpaTb PK 1 HaxaTb KHOMKY «BOCCTAHOBUTLY;

B pasgene «O4yepeb 3agay» OOCTYMNHO OTCNEXWUBaHME CTaTycCa BbIMOSIHEHHbIX U
X0[, BbINOJSIHAEMOM 3aa4 BOCCTAHOBMIEHUS Pe3epPBHOW KONUK;

B pes3ynbTaTe NPOM3BELEHO BOCCTAHOBMeHMe ¢annos n/wnn Katanoros Ao
COCTOSAHUA HA MOMEHT CO34aHNsA pe3epPBHOW KOMUN.

10.3. Oco6eHHocTU HacTpouku RBM pansa PK ¢dannoeon
cuctembl Windows

[Mpwn BbINOAHEHUM MOHBOro CUeHapus, onncaHHoro B nogpasagene "Pasgen 10.2" HacTos-
Lero OoKyMeHTa, cneayeT npu HacTpownke npasu, cTpaTernn, BOCCTaHoBNeHnA n3 PK
B COOTBETCTBYHOLLMX MOMAX YKasaTb cnefyrolime gaHHble:

e B none «KnueHT» BblI6paTb U3 BbiNafarolero cnucka nMsa knmeHTa PK, Ha koTopoMm
pa3BEPHYT MoAyNb dannoson cuctembl Windows;

e B ofie «Tun pecypca» BbibpaTb U3 BbiNagatowero cnucka File system WIN,;

e MpU HeOHXOOMMOCTM MPOU3BECTU TOHKYHO HACTpPoOWKy mMoayns $¢pannoBoM CUCTEMDI
Windows (cm. [nasa 15);

e B none «Pecypc» BbiOpaTb KaTanorn mn/unu dannbl, pesepBHas KOMNUs KOTOPbIX
OyneTt cosfaHa, U3 BbiMajarolero Cnmcka nnmM BBeCTU B NoJe MOMHbIA NYTb K HUM.
Mpwn BBOAE MYTU K pPecypcy pes3epBHOro KONMpoBaHUA HEOBXOAMMO MUCMNOSb30BaTb
cumBon «/». Mpun NCNOMb30BaHUM «\» BO3MOXHbI OLUNOKN.

e B nosie «Tun PK» BbibpaTb «[lonHoe», «MHKpeMeHTanbHoe» nnun «unpdepeHuymans-
Hoe».

10.4. Pe3epBHOE KOnNUpoBaHue
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10.4. PesepBHOE KONMpoBaHue

10.4.1. B MeHepxepe AapMuHucTpaTopa RuBackup

3anyck MeHep)xepa AgMmuHucTpatopa RuBackup (RBM)

OKOHHOe npunoxeHne MeHeaxep AaMuHucTpaTtopa RuBackup (RBM) npegHasHayeHo
ANa agMUHUCTPUPOBaHUA cepBepHOU rpynnnpoBkn RuBackup, Bknto4yasa ynpaBneHue
KnneHTamun, rnobanbHbiM pacnucaHneM, XpaHunuwamMm pes3epBHbIX KONMUA U ApYyruMu
napameTpamu CPK RuBackup Ha y3ne nog ynpasneHnem OC Linux.

na 3anycka MeHep)xepa AaMuUHUcTpaTopa RuBackup cnegyet BbIMONMHUTL B TEPMU-
Hane KOMaHA4y:

/opt/rubackup/bin/rbm&

ABTOpU3auua nonb3osaTtesna B RBM

[locTyn K cucTeMe pe3epBHOIrO KOMMPOBAHWUS OCYLLECTBASETCS Ha OCHOBE POJIEBOMN
MOAENN YNpaBeHns AOCTYMNOM.

[ns ynpasneHnsa pesepBHbIM KonvpoBaHMeM BM nosnb3oBaTesnb JoOKeH 6bITb aBTOpU-
30BaH C nNpaBamMu cynepnonb3oBaTtens (AgMuHuctpaTtop CPK) mnm agMuHucTpaTtopa
(Monb3oBaTenb CPK).

Mpwn 3anycke RBM BamMm notpebyeTca NponTU ayTEHTUGUKALMIO B [MANOrOBOM OKHE,
AOCTYyNHOM nocre 3anycka RBM, ons atoro BBegute (pucyHok 3):

» B none «msa cepeepa RuBackup» — ip-agpec nnam nMmsa ysna, Ha KOTOPOM PasBEPHYT
OCHOBHOW CepBep pe3epBHOro KonmposaHma RuBackup;

e B nonsa «Mma nonb3oBaTtens» 1 «aponb» — y4é€THble gaHHble AgMuHUcTpaTopa CPK
nnu Nonbsosatensa CPK (normH n naponb);

e B rnone «Tun ayTeHTUPUKauum» — Bbibepute 6asy gaHHbIX A48 Bepudmnkaymm yyeT-
HbIX OaHHbIX : RuBackup DB (6asa gaHHbix Postgresql (C MMeHeM No yMon4aHuo
rubackup), cosgaHHasa npu pasBépTbiBaHUM cepBepa RuBackup, roe xpaHATCA y4eT-
Hble AaHHble nonb3oBaTenen RuBackup, nnn Domain Controller gna sepunoukaumm
YUYETHbIX AaHHbIX cny>6on kaTtanoros MS Active Directory nnn ALD PRO.
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RuBackup Manager

WmMs cepeepa RuBackup

localhost|

MmAa nons3oeaTtena

rubackup

Mapons

Tun ayTeHTUdUKaunn
RuBackup DB

BoiTtun

PucyHok 2. [ilnanorosoe okHO Ha CTpaHuue aBTopmusaunum RBM

Crtatyc knueHTa PK

[ns BbINOMHEHUA pe3epBHOro KonMpoBaHWUA KMeHT PK pgonkeH 6biTb aBTOpPM30BaH
afAMUHNCTPATOPOM Ha OCHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayteHTUoMKaumm B RBM gna onpefneneHnsa ctaTyca KiMeHTa peseps-
HOro KOMUPOBaHWA OTKPOWTe pasgen «AOMUHUCTpUpoOBaHue», B nogpasgene «O6b-
eKTbl» BblbepuTe 610K L «KnneHTbI».

B oTkpbiBWEMCA OKHe ByayT oTobpaXKeHbl BCe aBTOPU30BaHHble KneHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWM3OBaHHbIX KnMeHTax PK, ecnn Takue CyWecTBYHT B
NHPPACTPYKTYpPE PE3EPBHOIr0 KONUPOBaHUSA (pUCyHOK 4), C BbIBOGOM CNefyloLWmx gaH-
HbIX B TabNM4YHOM Buae:

¢ ID - ngeHTnpMKaTop KNneHTta PK;

* UMA — 1MA y3na, Ha KOTOPOM pasBEPHYT KNeHT PK;

¢ Tun OC - HanmeHoBaHMe OC, ncnonbsyemon Ha knmeHTe PK;

« EMKoOCTb XpaHunuwa — o6Wwmit pasmep xpaHunuwa B 'b;

* LleHTpanusoBaHHOe BOCCTaHOBJMEHUE — BKOYeHa (1) nnum BbikoyeHa (0) yHKLMSA
LeHTpPasIM30BaHHOIr0 BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

+ Bepcus — Homep Bepcumn yctaHosneHHoro MO knneHTa PK.

Mpy HanuumMm B MHOPACTPYKType PK HeaBTOPU30BaHHOrO KNMeHTa 6yaeT aKTUBHA
KHOMKa (x HeasTopusosanHbie kmenTsl | BhIBEA,EHO YBEAOMJIEHNE O KONMMYECTBE HeaBTOPM30-
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BaHHbIX K/IMEHTOB Ha SIEBON 60KOBO NaHe N [ e

£ a4 @
> MOHWTORWMHINE
P DobasuTh & HeaBTOPM30BAHHBIE KIMEHTHI iE]

vID Wma WIMA rpyn bl Tun OC Cratyc EMKOCTb XpaHnnMwa LIeHTPaNM308aHHOE BOCCTAHOBNEHWE Bepcwma

E CTpatervm 2 server No group Linux I': B CETH :l 10 true 2.1.1.60e832b
[E rno6ansHoe pacnucanme
YaanéHHan pennukauma
E Penoautopwii
E] O4epeas 3apaq

epeepsl RuBackup

£ AAMUHUCTPUpOBaHUE

PucyHok 3. OKHO «KnneHTbI» pasgena «KAGMUHUCTPUPOBaHNE»

Bce HoBble KMMEHTbI A0MXKHbI 6bITb aBTOPU30BaHbl B CUCTEME pPe3epPBHOro KONMpoBsa-
HMA RuBackup.

AeTtopusayua knuenta PK

Ons aBTopusaumm knmeHTa PK HaxXmMuTe B okHe «KnmeHTbl» (pUCyHOK 5) Ha BEpPXHEW
naHenu KHOMKYy WUAW Ha yBefOMJIEHME O KOMIMYeCTBE HeaBTOPU3OBaHHbIX K/IMEHTOB Ha
neson 6OKOBOW MaHenu.

B oTKpbiBlWEMCH OKHe «HeaBTOpu3oBaHHble KnneHTbl PK» BbiBeAEH CMUCOK BCeEX KNU-
eHTOB PK, oxupgarowmx aBTopu3aLmm C BbIBOAOM CNeayrolWnX AaHHbIX B Tab/MYHOM
BUAe:

o ID — npeHTNPUkKaTop knueHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

Tun OC — HanmeHoBaHue OC, ncnonblyemMom Ha ysne knmeHTa PK;

AucTtpubbirotTop OC — komMmnaHusa-paspaboTumk OC, yCTaHOBMEHHOW Ha y3/e KNu-
eHTa PK;

MAC — ngeHTUouMKaTop CeTeBOM KapTbl, NCNONb3yeMon KnneHTom PK;

Ipv4 — ip-agpec y3na knueHTa PK, ncnonbayembinn npu nepegaye AaHHbIX Mo Npo-
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Tokony lpv4;

Ipv6 — ip-agpec y3na knueHTa PK, ncnonbayembiin npu nepegaye AaHHbIX Mo Npo-
Tokony lpve;

HWID — yHuKanbHoe annapaTHOe UMSA MalUMHbI, Ha KOTOPOW pasBépPHYT KNneHT PK;

MocnepHAs akTUBHOCTb — MOC/Ie4HAA aKTUBHOCTb KNMeHTa PK;

Bepcua — HoMep Bepcun ycTaHoBneHHoro M0 knueHTa PK.

Y
*"Ru ¢ 8 @
(u]s]
o0 Maxens MoHUTOpuHra & AsTopu3oBaTtb ™ Yaanuts g
LJ O6nekThi vID Nms Cratyc Tun OC OucTpubbioTop OC MAC 1Pv4 IPv6
4 WIN-VIORL3H964G Windows  Microsoft 9e:30:15:02:c6:b8  192.168.4.116  feB0::9c2e:6a19:99b1:4

[E) CrpaTterun
[E rnobanbHoe pacnucaxue
YnanéHHas pennukauus

£ PenosuTopuit

Ouepenb 3anay

& Cepsepsl RuBackup

YKypHans!

& AnMUHUCTpUpoBaHuMe

8 rubackup@localhost

& 1 HeaBTOPH30BAHHBIX KAMEHTOB

PucyHok 4. OkHO «HeaBTOpu3oBaHHble KnneHTbl PK»

1. BblbepuTe HY>XHOro HeaBTOPU30BAHHOIO KJ/IMEHTA U HaXXMUTE CTaBLUYHO aKTUBHOM
KHOMKY & Aetopusosate « ABTOPU3OBaTbY.

2. B nosABMBLUEMCA OKHe MOATBEPXOEHUA HaXMUTe KHOMKY «[da» ona npoaosKeHus
aBTopmu3aumn knneHTa PK.

MNocne ycnewHon aBTopmsaLnm HOBbIN KNNMeHT PK 6yaeT oTobpaxEH B OKHe «KnneHTbI»
pasgena «AQMUHUCTPUPOBaAHNE» N B OKHe pasfgena «O6beKkTbl» (pUcyHOK 6).
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“Ru

[u]u]

88 MaHens MOHWTOpUHra
[ O6bekTsI

G Crpateruun

[E rnobanbHoe pacnucaHue

YnanéHHasa penavkauus

& PenosuTopuii

Ouepenb 3anad

& Cepsepbl RuBackup
[=] XKypHans

£ ABMUHUCTpPUpOBaHWE

& rubackup@localhost

.
i ubuntu22-2

A WIN-V70RL3H964G

10.4. PesepBHOe KOMMpoBaHue

& 8 @

{q‘} 3apayn MNpasuna Mpaswna cTpaTeruu PenosuTtopwuia YpanéuHas pennvkauuns MnaH BoccTaHoBNEHMA

2

Twun Wma knueHTa CraTyc Twn pecypca Pecypc ID npaswnna ID cTpaTervmn

PucyHok 5. OkHo pasgena «O6beKTbI»

Cos3paHue npasuna rno6anbHoro pacnucaHusa

[ns BbINONMHEHUA pPerynspHOro pPes3epBHOrO KOMUPOBaHME KOMMOHEHTOB MOYTOBOW
cCuUcTeMbl, He0b6XoANMMO co3faTtb Npasuio B rnobanbHOM pacnucaHuu. B cnydyae rpyn-
NOBbIX OnepaLun MOXHO TaK Xe UCNosib30BaTb CTpaTErnm pes3epBHOro KONMPOBaHUA.

[na cospaHus npaswuia rnobanbHoOro pacnmncaHna BbinONHUTE cneayrowne 0EeNCTBUSA:

1. Nepengnte B pasgen «O6beKTbI», BblbepuTe BKNagky «lpaBunia» M HaXXMUTe Ha
kHonKy [+ «[06aBuTb» (PUCYHOK 7).
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‘“Ru & 8 &

» No group i3

= qQroup

WMmA rnoGansHOro pacnucaHng CraTyc WNmA knneHTa HWID Wma nyna EEEY

OBBLeKThI

CTpaTerum
FnobanbHoe pacnucaHune

| Ynané&nuana pennukauws

=] PenozuTopuii

7| Ouyepenb 3apay
B Cepeepbl RuBackup
[=] XKypHans

AQMUHUCTPUPOBaHNE

B  rubackup@localhost

PucyHok 6. OkHo BKnagku «Mpaeuna» B pasgene «O6beKTbI»

2. B oTKpbIBLIEMCS OKHe (prcyHOoK 8) ans HacTponku PK ¢annoson cuctembl Windows
BbINOMHNUTE HACTPOWMKW CO34aBaeMoro npasuna u wabnoHa rnobanbHOro pacnuca-
HUA.

-~
" Ru

<« [lo6aBuTL NPaBuo rNo6anbHOro pacnUcaHns

Npaswna rnobanbHOro pacnucaHws

0o
0o MaHens MOHWTOPUHIra

] O6bekThi

CtpaTterun MapameTpsi npasuna

Hassanue npasnna
[E rnobansHoe pacnucanue

Knuent WIN-V70RL3H964G (6fc6cbdfeb7ff544)

v
YnanéuHasa pennukauus

Tun pecypca File system WIN v -
& PenosuTopuii

Pecypc * C:/Documents and Settings/ -
(] O4epeas 3ana4 Twun PK MonHas v

Ceapeepsbl RuBackup
rbm

HononHuTenbHele NapaMeTpsI Npasnna

[=] XKypHane!
EMKOCTb XpaHunuwa Inf ré
& AAMUHUCTpUpOBaHUe ~
EMKOCTb XpaHWUAULLA KAWEHTA Inf re
Mpuopuret 100
3awuTHoe npeobpasosaxue nocrypt

CKPUNT NpW HOPMANbHOM BbLINOAHEHWIK

CKpUNT Np#y BBINOHEHUM C OWKBKaMn

... ¢ *

CKpUNT Npu BOCCTAHOBAEHNN

Lo6aeuTe Npasmio B WabnoH

PucyHok 7. OkHO cospaHuma npasuna rnobanbHOro pacnnucaHmsa pes3epBHOro KONMpoBaHus

BbInoNHUTE HAaCTPOWKM co3[aBaeMoro npasuia pe3epBHOro KOMMpoBaHUS:

o MapaMeTpbl NpaBuna (pucyHok 9)
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MNapameTpsl Npag|na
Hazpanuwe mpaswna
KEnueHT WIN-YTORLIHLEAG (6fcBcBdfebT544) R
Tun pecypca File systam WIN ' -
Pecype * C:/Documents and Settings! -
w

Tun PHE MNonman

PucyHok 8. OkHO cosgaHus npasuna rnobanbHOro pacnnucaHusa pesepBHOro KONMpoBaHUS.
HacTpolika npasuna — [MapameTpbl npasuna

= B nosie «KnueHT» BbIbEpUTE KIIMEHTA PEe3epPBHOr0 KONMMPOBAHUA Ha y3ne nopg
ynpasneHnem OC Windows Server, pesepBHy Konuo ¢annoBon CUCTEMbI
KOTOPOro HeE06XoAMMO Co34aTh;

» B none «Tun pecypca» BblIbepuTe TUN Pe3EpPBUPYEMOro pecypca 13 Boinaga-
rowiero cnucka — File system WIN. NMone coaep>XuT AOMNOMHUTENIbHO TOHKUe
HacTpoiiku moayna ¢pannosonn cuctembl Windows, KOTOpble MOXHO U3Me-
HUTb Ha)xaTUeM KHOMKU - NoppobHee 0 HacTpomkax cMoTpu B [ nasa 15;

= B rnone «Pecypc» — HaXXMUTe KHOMKY M BblbepnTe B pa3BepHYBLUEMCSH OKHE
KaTanor wnn ¢ann, gna KotTopon byaeT cosgaHo npasuao rnobanbHOro pac-
NMCaHnA, N3 CNUCKa OOCTYMHbIX UMK BBEAUTE NYTb K pecypcy, C UCNOob30Ba-
HMem cumeona «/». NoapobHee o0 cnocobax 3agaHna pecypca CM. nogpasgen
OcobeHHocTN HacTponkn RBM gna PK ¢annoson cnctemol Windows

= B nosie «Tun PK» — 4OCTYNHO NOJSTHOE, MHKpeMeHTanbHoe 1 anddepeHLmanb-
HOe pe3epBHOE KOMMPOBaHUE;

o [OMONMHUTENbHbIE NapaMeTpbl NpaBuna (pucyHok 10):

,D'D NONHWTENEBHBIE NapaMeTpRI Npaenna

EMKOCTE xpaHunuwa Inf re
EMKOCTE XpaHunua KnneHTa Inf re
MpwopwTeT 100

3awmnTHoe npecbpa3zoBaHue nocrypt

CK{]HI’IT NPpYU HOpManeHOM BRINONMHEHWA

CKpMNT NPW BBINONHEHWW C OWWBKaMK

CKpMNT NPW BOCCTAHOBIEHMM

PucyHok 9. OKHO co3aaHua npaeuna rnobanbHOro pacnucaHus pe3epBHOro KOMMPOoBaHUS.
HacTporika npaBuna — [LonoNHUTeNbHble NapaMeTpbl Npasuna

= B none «EMKOCTb XpaHMAMLLA» YKaXWUTe MaKCUMalbHbIA pasMep nyna Ans
XpaHeHusa PK, co3gaHHbIX Mo AaHHOMY npaBuny. 3HavyeHwe No YyMOYaHuIo.
[aHHbI NnapamMeTp OOCTYNEH, eCnNu B HacTporKax rrnobanbHoOM KOHoUrypauum
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28 s 48

aKTMBUPOBaH nepekoyaTenb «OrpaHnyeHmna éMKocTu ans rnobanbHoro pac-
nUcaHnaAY;

B none «EMKOCTb XpaHWAMLLA KAMEHTa» YKaxuTe MaKCUMalbHblii pasmep
XpaHunuwa Tekywero knneHta PK. [aHHbIN napamMeTp LAOCTYMNEH, eciin B
HacTponkax rnobanbHOM KOHOUrypauum aKTUBUPOBaAH NepekrYvaTenb
«OrpaHn4yeHna EMKOCTU ONA KITIMEHTOBY;

B none «fMpuopurter» MOXeT cogepxxaTb 3HadeHne oT 100 go 1000. Yem
BbllLe 3HAaYEHNE, TEM BbILLE NPUOPUTET BbINOSIHEHMA NPaBuna;

B none «3awuTHOe npeo6bpasoBaHuMe» MO YMOSYaHWIO BbIGpaHO 3HayeHue
«nocrypt» - 6e3 ncnonb3oBaHUA 3alWMTHOro npeobpasoBaHusa PK. B cnydae
BblOOpa anropmnTtMa 3almTHOro npeobpasoBaHna CMOTPU Tabnuyy:

Tabnuya 1. ANropUTMbl 3aLMTHOMO NMpeobpa3oBaHus, JOCTYNHbIE B yTUInTe rbfd

Anroputm MopnepxvuBaemMas ANvHa MpumeyaHue
KJIlova, out

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKM HaLMOHasbHbIR
cTaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaymoHanbHbIN
cTtaHgapT FOCT P 34.12-
2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Knutanckunim HaunoHanbHbI
CTaHAapT gna 6ecnpoBof-
HbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

B none «CKpUNT Npy HOPMasibHOM BbIMOJIHEHUU» YKAXUTE MYyTb pacrnofioxe-
HKUA cKpunTa npu HOPManbHOM BbIMOSIHEHUN PK
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMIEKT
NOCTaBKM W ABMASETCA AOMNOMHUTENbHOM OMUMOHANbHON BO3MOXHOCTbHO,
cospaHune KoTtopon obecneyvmBaeT 3akasuuk. [logpobHoe onncaHne aprymeH-
TOB CKpunTa NpusefeHo B «PyKoBOACTBE CUCTEMHOIO agMUHUCTpaTOopa;



https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish
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= B Mosie «CKPUNT NPpU BbINOJIHEHUMU C OLLUMGKAMM» BbINOSTHEHUNY» YKaXUTe NyTb
pPacnosioXeHnsa cKpunTa npw BbIMOSIHEHUM PK C OLLNBKOWN
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMEKT
NOCTaBKMW W ABNAETCA [OOMOSIHUTENIbHOW OMUMOHANbHOM BO3MOXHOCTbHO,
cosfaHue KoTopomn obecneymsaeT 3akasuuk. [NlogpobHoe onucaHne aprymeH-
TOB CKpUNTa NpuBeAeHo B «PyKoBOACTBE CUCTEMHOIO agMUHUCTPaTOpar;

» B nose «CKPUNT NpU BOCCTAHOBAEHUM» YKaXWUTe MNyTb pPacrnonoXeHns
cKpunTa BoccTaHoBneHua PK /opt/rubackup/scripts/Bawi_ckpunt.sh. CkpunT
He BXOOMUT B KOMMJIEKT NOCTaBKM N ABNAETCA AOMNOSHUTENBHOM ONLNOHaNbHOWN
BO3MOXHOCTbIO, CO3faHuMe KOTopon obecneymBaeT 3akasuuk. [NogpobHoe
onncaHne aprymMeHTOB CKpunTa npuBeAeHo B «PyKOBOLCTBE CUCTEMHOIO
agMUHUCTpaTopa;

BbinonHute HaCTpOIZKM lwabnoHa rnobanbHOro pacnmncaHnA, npuMeHAaemMble KO BCEM
npasuniamMm rnobanbHOro pacnmncaHnA:

o B 6510Ke «HacTponku (pucyHok 11):

HacTpoiku
BknioynTh Nocne co3faHna ()
Nyn Default ~
Ha4ano nepuofa gerWcTBMA 10.06.2024 16:40 |f|
OkoH4aHWe Nepuoja OeicTenA 10.06.2025 16:40 ﬁ

OBLWwKe HACTPOMKKW MOAYNA

PucyHok 10. OkHO cosfaHusa npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMpoBaHus.
HacTporika wabnoHa — HacTponku

» «BKounTb nocne cosgaHusa». Npy akTMBaLUKN MNepekovaTens co3fgaHHoe
npaBuno byaeTt MMeTb CTaTycC «run» (3anyuweHo). Ecnu nepeknoyaTtens nepu-
0[MYECKOro 3arnycka AeakTMBUPOBaH , TO COo3[aBaeMoe NpaBuso He co3gacT
3a[a4 pe3epBHOro KONMpPoBaHUs 1 ByaeT UMEeTb CTaTyC «wait»;

= B nosne «Myn» BoibepnTte 4OCTYNHbIA NyN ANA XpaHeHusa konumn PK;

= B none «Havyano nepuopa pelcTBUA» YKaXUTe Hayano nepuoga OencTeus
CO3/1aBaeMoro npasuia pe3epBHOro KOMMpPOoBaHUA, Ha)aB KHOMKY U BblbpaB B
OTKPbIBLLUEMCSA KaneHaape AaTy U BpeMsi Hauyana nepuopa 3anycka cosjaBae-
MO0 MNpaBuia Pe3epPBHOro KONMMPOBaHWS;

= B nNosie «<OKOHYaHue nepuoaa AeNCTBUA» YKaXNTEe OKOHYaHMe nepuoaa aemn-
CTBUA CO3[aBaeMOro npasuia pPesepBHOro KOMUPOBaHUA, HaXxaB KHOMKY W
BblbpaB B OTKpPbIBLWIEMCH KaneHgape faTty U BpeMs OKOHYaHWA nepuoda
3anycka cos3faBaemMoro npaswuia pesepBHOro KonuvposaHuA. 10 yMoOn4aHuo
CPOK fencTBuA npaBuna coctaengeT 1roa ¢ MOMeHTa ero Co3faHus;
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Glela "Il OOLLe HacTpOrRKK MoaY A npegocTaBnseT napameTpbl  Ans

HaCTPOWKN MHOrOMOTOYHOro pe3epBHOro KonnposaHuaA. OnucaHve napameT-
poB NpuBefeHo B [ nasa 14;.

o B 6noke «Pacnuncanue» (pucyHok 12):

» B none «Mepuogunueckuii 3anyck» onpenennuTb TUN 3anycka co3gaBaemMoro
npasuna. Mpu akTUBaUUM MON3yHKa MNEpPMOOMYECKOro 3amnycka YKaxuTe B
MUHYTax 4yepes3 Kakoe BpeMs OyAeT BbINOMHATbLCS CO3JaBaeMoe MpaBusio.
Ecnv nonsyHoOK Mepuogmyeckoro 3anycka [AeakKTMBMPOBaAH , TO HacTpouTe
KPOH-BblpaXkeHne, yKasaB AaTy U BpeMsi MHTepBana BbINOSIHEHUS CO3aBae-
MOro npaswuna;

PacnucaHune
BeibpaHo: KpOH-BblpaxeHne 0 0 1 * *
MNepvoanyecknin 3anyck
MuHyTa
Hac

IeHs Mecaua

ololo

Mecsauy,

NeHs Hegenw

PucyHok 11. OKHO co3faHus npasuna rnobanbHoOro pacnncaHnsa pe3epBHOro KoNMpoBaHus.
HacTponka wabnoHa — [lononHuUTenbHble NapaMeTpbl Npasunia

o B 6noke «MNpoBepka» npu akTmuBauum nepeknodatens @ [ocTynHa HacTpoiika
NeprMogNYHOCTN NPOBEPKN apXMBOB pPe3epPBHbIX KOMUI (prucyHoK 13):

» B nosie «MpoBepku pe3epBHbIX KONUI» YKaXnte NepuoanyHoCTb NPOBEPKU
pe3epBHbIX KOMUN. 3TO AEeNCTBME UHULMUPYET COo3faHve 3afadu npoBepKu
pes3epBHOM Konuu — LnppoBon nognucu n pasmMepa ¢annos. Ecnn pesepBHas
Konua 6blna noanucaHa uuMdpoBOMN NMoanucbito, To ByaeT NMpoBepeH pasMep
dannoB pe3epBHON KOMUK N CaMa pesepBHaa Konua. Ecnu pesepBHan Konus
He 6blna nognucaHa UMepPoBON NOAMNUCHIO, TO ByAeT NPoBepeH TOJbKO pas-
Mep ¢annoB pesepBHOW KoNun. B cny4dae, ecnu npoBepka pesepBHbIX KOMUi
He TpebyeTcs, TO AeaKTUBUPYNTE NepekoyaTeNb B TEKYLEN CTPOKEe

lMpoeepka

MNpoBepKa pe3epBHbIX KOMWA Kax dble ()

1 + Mecaues “

PucyHok 12. OKHO co34aHuA npaBuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTporika wabnoHa - lNMpoeepka PK
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o B 6/10ke «CpOK XpaHeHus» (prcyHOK 14) yKaXuTte CKOMbKO AHEeN, Heaenb, Mecs-
LLeB WM NET XPaHUTb pe3epBHble KoMK, NoNyYeHHble B pe3ynbTaTe BbIMO/IHEHNS
npaBuna;

Cpok xpaHeHWs
XPaHWTh pe3epBHbIE KOMWW B TeYeHWe c

1 + NeT v

PucyHok 13. OkHO cosfaHus npasuna rnobanbHOro pacnmcaHusa pesepBHOro KONMpoBaHUs.
HacTporika wabnoHa — Cpok xpaHeHusa PK

o B 65110Kke «Pe3epBHble Konun» (prcyHok 15) npu akTmBauumm nepekntovatens @D
BO3MOXHa HacTpoiKa nepemMeLLeHnss pe3epBHbIX KOMUIA, MOMYYEHHbIX B pe3y/b-
TaTe BbINOJIHEHMA NpaBua:

» C YKa3aHHOW NepuogunyYHOCTbIO;

= B Ny, LOCTYMHbIN N3 pacKpblBatOLLEroCs CNUCKa;

PesepEHbIE KOMKWUK

MNepeMecTUTbL B Ny Yepes

PucyHok 14. OKHO co3paHusa npasunia rnobanbHOro pacnmcaHns pesepBHOro KOnnMpoBaHus.
HacTpolika wabnoHa — PK

o B B/10Ke «YCTapeBLUME pe3epBHble KOMUM» HEOBXOOMMO OonpeaennTb LeNCTBUSA
Nocfie UCTeYEHNSI CPOKa XPaHEHNA Pe3epBHbIX KOMWUIA, MOyYEHHbIX B pe3ynbTaTte
BbINONHEHMA NpaBunia» (pucyHok 16):

= akTuBupyiTe @D nepeknoyaTens «ABToOMaTUYECKOe yaaneHue» Ans yaa-
NEHNA pPe3epBHbIX KOMUIA MO OKOHYaHWKO OnpeaenéHHoro B npasuiie cpoka
XPaHEeHUst UNN AeakTUBUPYITE NnepekodaTenb , €CNV yaneHne peseps-
HbIX KOMWIA He TpebyeTcs;

= B nose «YBeAOMAATb» HACTPONTE Kakne agMUHUCTPATUBHbIE Fpynnbl 6yayT
yBeAOMJIeHbl 06 UCTEYEHUN CPOKa AENCTBUA Pe3epPBHbIX KOMNUN;

= B nose «KnueHT MoXXeT yaanuTb pe3epBHble KONMUU 3TOro npaBusa» akTu-
BupyinTe nepeknodatens @D ans paspelweHna knueHTty PK yganuTb ycTa-
peBLUMEe pe3epBHble KOMUU WU LeaKTUBUPYNTE nepekntoyaTtesb Ans
paspeLlleHnsa Ha yganeHue pesepBHbIX KOMUW TONIbKO Ha CeEpPBEpPE;
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FCTHDEHIHME PE3EREHLIE KONMKWK
ABETOMaTHYECKOE yaaneHne
Yeepomnate  Nobody W

KnueHT MoKeT yOannTe PeE3EpPEHBIE KOMNWMK 3TOMD Npasvna ()

PucyHok 15. OKHO co3gaHusa npasusia rnobanbHOro pacnmcaHus pes3epBHOro KOnmMpoBaHus.
HacTpolika wabnoHa — YcTapeswune PK

o B 6rnoke «YBegomneHus» (prcyHok 17) ons ykasaHHbIX COBbITUA N3 BbiNagato-
LLero cnucka onpegennTe rpynny nosib3oBaTenen, kotopas byaeTt yBegoMIeHa B
cnydae npowusowepwero cobbitna. B none «E-mail CC» MOXHO BBeCcTU obon
afpec aNeKTPOHHOM NoYTbl s 0cO60ro yBeloOMNEHUS;

YeeooMneHWA
HopmaneHoe BeINONHEHWE Nobody w
BeinonHeHwe C oWnbKo® Nobody W
MpoeepKa pPe3epEHON KONKWK Nobody W
OKOH4YaHWe OeNCTEMA Npaewna Nobody A
OKOH4YaHWe EMKOCTW xpaHunuwa  Nobody e

PucyHok 16. OKHO co3faHusa npasuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTpolika wabnoHa — PK

3. Mocne HaCcTPOWKK NpaBuia HaXXMUTE KHOMKY «MpUMeHNTb» ANa coxpa-
HEHWA HAaCTPOEK NpaBuia pe3epBHOro KONMPOBaHUS.

CospgaHHoe npasBuno 6ygeT [OCTYNHO ANA pefakTUpPOBaHUA U M3MEHEHUs cTaTyca
(«3anyLwieHo» nnu «oxxkngaeT») B pasgene «nobanbHoe pacnncaHme».

10.4.2. B TepMmuHane

Pe3epBHOE KONUPOBaHMe C NOMOLL,bIO YTUIINTbI

BbINONHUTBL pe3epBHOE KOMMPOBAHUE Ha KIIMEHTE PE3ePBHOIro KOMMPOBAHUA C MO4YEM
dannosbix cncteM Windows (C TOHKMMM HacTponkamMm MoAynNs), BbINOSHUB B KOHCOMMU
KOMaHAY:

C:\RuBackup-win-client\bin\rb_archives.exe -c <resource> -m filesystem_win -e
file_list:yes

roe:
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e MapaMeTp -C yKasbiBaeT pe3epBuUpyeMble Pecypchbl, <resource> — MOoJIHbIA NyTb A0
pesepBupyemMon nanku n/unn eamnna;

e MapaMeTp -m YyKasblBaeT UCMNofib3ayeMblit Moaynb, <filesystem_win> — HasBaHue
MoAyns, ANA NPocMoTpa AOCTYMHbIX MOAYNEN BbINOHUTE B KOHCOMM Ha KNneHTe PK

KOMaHAay:

C:\RuBackup-win-client\bin\rb_archives.exe -L

e MapamMeTp -€ yKasblBaeT napameTpbl Mogyns (nogpobHee o MapamMmeTpax CMOTpWU
[(naBa 15, [ naBa 14.

10.5. CpouyHOe pe3epBHOE KONUpoBaHUe

10.5.1. B MeHep)xepe AgMmuHuctTpaTopa RuBackup

CpoyHoe pesepBHOE KOMNMpOBaHMe MNO3BONAET €4MHOPAa30BO CO34aTb MOJSHYIO pe3epB-
HYHO Konuto ¢annoB M KaTanoros, He HasHa4vasa NpPaBuIo MO PacnUCaHuULo.

1. BbINnoONHEHMe CPOYHOro pesepBHOro KonmposaHus B RBM BO3MOXHO OCYLLECTBUTb
ABYMs criocobamu:

o nepentn B pasgen «O6bekTbl», BblgeNUTb KnneHTa PK, ocyuwecTBnsowero
ynpaBfieHne pe3epBHbIM KOMWPOBAHWEM BUPTYasbHbIX MalWWH, W HaXaTb
nosBmBLUYyrOCA KHONKy & «CpoyHoe PK»;

o Ha)XxaTMeMm Ha KHOMKY Ha BepxHen naHenn RBM kHonky £ «Cpo4dHoe PK».

2. B OTKPbIBLUEMCS OKHE NMPOU3BeAMTE HACTPOIKY NapameTpoB (pUCYHOK 18):
*" Ru ¢ 8 @

& CpouHoe PK Vv MNpuMeHnTb

38 MNaHens MOHUTOpPUHra
KnuenTt WIN-V70RL3H964G (6fc6c6dfeb7ff544)

v
J O6vekTsl
Twn pecypca File system WIN v -
CtpaTeruun

Pecypc * C:/Documents and Settings/ -

[E rnobansHoe pacnucaHue
ApxuBupoBaHue

YnanéxHas pennnkaums Tun PK Monaas v
& PenozuTopun Myn Default v
Ouepenpb 3amad 3awwuTHoe npeobpasosaHne  nocrypt v

MpuwopuTteT 100 +

Cepeepsl RuBackup

CpoK xpaHeHus 1 + Net v

O6Lwwre HaCTpOWKU MOAYyNA

PucyHok 17. OkHO HacTporkn CpOYHOro pe3epBHOro KONMMpoBaHUA

[«] XKypHanbi

& ApMuHUCTpUpoBaHue

o B none «KnueHT» BblbepUTE KNMEHTA PE3epPBHOr0 KOMUPOBaAHUA Ha y3ne nop
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ynpasneHnem OC Windows Server, pe3epBHYy KOnmo ¢paninoBon CUCTEMbI KOTO-
pOro Heo6xoaAnMO co3aaTb;

o B nofie «Tun pecypca» BbibepnTe TUMN pPe3epBUPYEMOro pecypca 13 Bbinagaro-
uero cnucka - File system WIN. one copepXWT A[OMNOSHATENbHO TOHKUe
HacTpoiiku moaynsa ¢pannosonn cuctembl Windows, KOTopble MOXHO U3MEHUTb
Ha>aTneM KHOMKN ! MoppobHee 0 HacTpownkax cMoTpu B [ nasa 15;

o B none «Pecypc» — HAXXMNTE KHOMKY N BbibEpUTE B pasBepHYBLUEMCSH OKHe KaTa-
nor unn ¢ann, Ana KotTopon byaeT co3gaHo npasBuio rnobanbHOro pacnucaHus,
N3 CNUCKa OOCTYMHbIX UNU BBEOUTE NMyTb K pecypcy, C UCNoIb30BaHNEM CUMBOA
«/». NMoppobHee o cnocobax 3afaHUA pecypca cM. nopgpasgen OcobeHHOCTH
HacTponkn RBM onsa PK ¢annoson cuctemol Windows

o akTmupynTe@) nepeknoyaTens «ApXMBUpPOBaHUE» 1118 KOonnpoBaHust BM, eé
ApPXMBMPOBaAHUA U yOaneHunsa Leneson (MCXO4HOW) BUPTYanbHOM MaluvHbL. [Mpu
aKTMBaLUWM OAHHOrO nepeknroyaTens U npUMeHeHUs BCeX HaCTPOeK CPOYHOro
pe3epBHOro KONMpoBaHWA OyaeT BbIBEOEHO OKHO MOATBEPXAEHUS C npegynpe-
XaeHnem ob yganeHuu ueneson BM nocne apxmBnpoBaHUA.

[aHHbIN QYHKLKMOHaN NoNeseH B CUTyaLnmn, Koraa He Hy>KeH 4acTbin gocTtyn K BM
(monroBpeMeHHOEe XpaHeHue);

» B none «Tun PK» — JOCTYNHO NOMHOE, MHKPeMeHTanbHoe n anddepeHumnans-
HOe pe3epBHOE KOMUPOBaHME;

» B none «Myn» 13 packpbiBalOLWErocs cnmcka BblbepuTe AOCTYMNHbIA Nyn Ans
COXPaHEHUs pesepBHOM KoNuu;

= B Nose «3auuTHOe npeobpasoBaHUE» MO YMONYaHMIO BblbpaHO 3HAYeHue
«nocrypt» - 6e3 UCnonb3oBaHUA 3aWMTHOro npeobpasosaHna PK. B cnyvae
BbI6Opa anropntMa 3aWwmnTHOro npeobpasoBaHUa cM. Tabnuyy:

Tabnuya 2. AIropuTMbI 3aLLUTHOro nNpeobpasoBaHus, 4OCTYMNHbIe B yTuanTe rbfd

Anroputm Moapepxusaemasn anvHa MpumeyaHue
KJova, 6uTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMN HaLNOHabHbIR
cTaHgapt OCTY 7624:2014

Kuznyechik 256 Poccuinckuin HaunoHasnbHbIN
cTtaHgapT FOCT P 34.12-
2015

MARS 128, 256
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https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik

10.5. CpoyHoe pesepBHOE KONMpoBaHue

Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJlova, ouTt

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Knutanckunim HaunoHanbHbI
CTaHAapT gna 6ecnpoBof-
HbIX ceTen

Speck 128, 256

Threefish 256, 512,1024

Twofish 128, 256

= B none «Mpuoputet» MoXeT cofepxaTtb 3HadyeHne oT 100 go 1000. Yem
BbllLie 3HAYEHNE, TEM BbiLLE NPUOPUTET BbINOJIHEHUA NPaBuUna;

» B nosie «CPpOK XpaHEeHUA» YKaXXUTe CKONbKO OHeN, Hefenb, MecsaueB Unm net
XPaHUTb pe3epBHble KOMUW, MONIYYEHHYH B pe3yfibTaTe BbINOJIHEHUA CPOY-
Horo PK;

» KHonka  [EEECERSEMLEVRIGREN  npefocTaBnseT  napameTpbl  Os

HaCTPOWKM MHOrOMOTOYHOrO Pe3epBHOro KonnposaHusa. OnvMcaHue napamert-
poOB NpuBeaeHo B [Nasa 14.

CpouHoe pe3epBHOEe KONUpOBaHUe No NpaBuny

B Tom cnyvyae, ecnum Heo6XoAMMO BbIMOSIHUTL CPOYHOE PE3EepPBHOE KOMMPOBaHME MO
Co3[aHHOMY npasBuy rnobanbHOro pacnnucaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmne».

2. BblgenuTe Hy>XHOe npaBuo.

3. BbizoBuTE nNpaBoM KHOMKOM MbIM KOHTEKCTHOE MEHIK U HaXMuUTe «BbIMOMHUTbL»
(pncyHok 19).
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HNobasnTh

KnoHupoBaTb

PefakTUpoBaTh
MNpUOCTaHOBUTL
BLIMOMHWUTL
YAanuTe

MNepeiTH K...

PrcyHok 18. 3anycK CpOYHOro pe3epBHOro KONMPOBaHWA NO NMpaBuay rnobdanbHOro pacnmcaHus

4. TpoBepbTe XOA BbIMNOMHEHUA PE3EePBHOr0 KOMUPOBAHUSA MOXHO B OKHe «Ouepefpb
3agay» (pucyHok 20).

¢ Ru 2 & @
@ YaanuTe v £

EH%: MaHenb MOHUTOPUHIra UmAa knnenTa Tun pecypca Pecypc

_ Backup global  WIN-V70RL3H964G File system WIN  C:/Users/

L O6vekThi

& CrpaTeruu

E rnobansHoe pacnucaHue
YnanéHHasa pennukauumsa
= Peno3uTtopuit

[] Ouyepens 3apau

E{ Cepeepbl RuBackup

[=] XKypHansi

& AOMUHUCTPUpOBaHME

PucyHok 19. OkHO ovepenu 3apay

Mpn ycnewHOM 3aBepLUeHUM pPEe3epPBHOr0 KOMMPOBAHMA COOTBETCTBYHOLWAsA 3ajaya
nepenget B ctaTtyc «Done».

10.6. BoccTaHoBNEeHUe AaHHbIX
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10.6.1. LleHTpanu3soBaHHOe BOCCTaHOBJ/IEHUE pe3epPBHbIX KONUNA B
"MeHep)xepe AgpMuHucTpartopa RuBackup"

Cuctema pesepBHOro konmposaHus RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUA pe3epBHbIX KOMUM KakK CO CTOPOHbI knueHTa CPK nocpeAcTBOM yTUAUT
RuBackup, Tak n co cTopoHbl agMuHucTpatopa CPK. B Tex cny4dasx, korga ueHTpanu-
30BaHHOE BOCCTaHOBJ/IEHNE pe3epBHbIX KOMUA He XXenaTeflbHO, Hanpumep, Korga BoCc-
CTaHOBJNIEHMEe [aHHbIX ABMAETCA 30HOM OTBETCTBEHHOCTW Bnagenbla KIANeHTCKOM
CUCTeMbI, 3Ta QYHKLMOHANBHOCTb MOXET OblTb OTK/KOYEHA Ha KMeHTe (cM. «PyKoBoA-
CTBO CUCTEMHOro agMmHucTpaTtopa RuBackup»).

[nA LeHTpann3oBaHHOro BOCcCcTaHoBeHUA BM Ha knneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BbibepuTe B OTKPbIBLLIEMCH OKHe TpebyeMyto pe3epBHYHO KOMWUIO, HaXXMUTE Ha Hee
NpaBoON KHOMKOW MbIWN N BbI6EpUTE B KOHTEKCTHOM MEHIO «BocCTaHOBUTLY (pucy-
HOK 271) nnu HaxmuTe KHornky 2 «BoccTaHOBUTbY.

BoccTaHOBUTBL
MpoBepuThb
KonuposaTb

MepeMecTuThL

XpaHuTe Ao

Ypanute

MNepenTu K...

PucyHok 20. OkHo pasgena «PenosuTtopuin». BocctaHoBneHne PK

3. B OTKpbIBLIEMCSI OKHE L,eHTPaNM30BaHHOrO0 BOCCTaHOBNEHUA (prCYHOK 22) npea-
cTaBfeHa cneayoLaa MHGOPMaL A N BOSMOXHOCTU:
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-
" Ru 2 8 @

LleHTpanu3osaHHOE BOCCTaHOBNEHUE \/ NpumeHnTL

98 NaHenb MOHWTOPWHIa

WHdopMauuna o pesepeHOA KONUK

J ObbekThl

Wms xocTa: WIN-V70RL3H964G
CrpaTerm HWID: 6fc6c6dfeb7ff544
[El rnobansHoe pacnucaxue Tun pecypca: File system WIN
YaanéHHasa pennukauus Pecypc: C:/Users/
& PenosuTopwuii Myn: Default

Tun PK: full
[£] O4epenb 3apay

Co3paHo: 2024.10.10 06:26:05
Cepeeps! RuBackup

BoccTaHOBUTL LIENOYKY: 9
HypHanel Wma npaeuna: test
:_ AQMUHWUCTpUpOBaHWE CraTtyc PK: Not Verified

MecTo BOCCTaHOBNEHMSA

BoCCTaHOBWTL Ha KNWEHTa: WIN-V70RL3H964G (6fc6c6dfeb7ff544) v

KaTtanor pacnakoeku: * (D) { C:/Documents and Settings/test x -

(@

BoccTaHoBWTL Ha uenesoM pecypce: (D

Obuwune HacTpolkKKu MoayNA

PucyHok 21. OkHo LieHTpann3oBaHHOro BOCCTaHOBNEHUA BM
o MHOOpPMaLUUA O pe3epBHOW Komuwu. [aHHbI OI0K COAEPXUT HEU3MEHAEMYIo
NHGOPMaLMIO O pe3epBHON KOMUK;
o MEeCTO BOCCTaHOBNEHUA. B gaHHOM onoke HeOGXO,EI,I/IMO onpeaennTb:

» B Nnojsie «<BoccTaHOBUTb Ha KJIMEHTa» BblOepuTe M3 BbiNagarolero crmcka
y3es K/IMeHTa pe3epBHOro KonmpoBaHuA ¢annoBas CUCTEMa KOTOPOro 6y,u,eT
BOCCTaHOBIJIEHAQ,

= B none «KaTtanor pacnakoBKu» yKaXuTe BpPeMeHHbIli KaTanor Ana pacna-
KOBKW pe3epBHOM KONUN;

= [IOCTYMHbl «O6GLLMEe HACTPONKMN MOAZYNA» AN ONpefeNeHns 3HaYeHna napa-
MEeTPOB BOCCTAHOB/EHUS (pPUCYHOK 23):
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Obwme HacTponkn moayns: Restore task

worker _parallelism 8 -+

memory_threshold 0 -+

3Ha4YeHUA N0 YMONYaHWIO

PucyHok 22. OkHo O6Lne HaCTPONKM Moaynsa NpyM BOCCTaHOBEHUN (3HAUYeHNe No yMmonya-
HWHO)

» napameTp worker_parallelism 3agaeT KOnMYecTBO MNOTOKOB, KOTOPble
OyayT y4yacTBoBaTb B rMpoLecce BOCCTAHOBMEHUA 6MOKOB [aHHbIX

pecypca;

= napameTp memory_threshold ycTaHaBnnMBaeT BEPXHIOKO rpaHULLy NCNOSb-
30BaHMA onepaTmBHOM NamMAaTK (B [6) Npu BOCCTaHOBMIEHUM PE3EpPBHOM
Konnun. MMHMManbHOe 3Ha4YeHMe napamMmeTpa paBHO 4, MPU MEHbLUEM 3Ha-
YeHMe napameTpa B NpoLecce pes3epBHOro KonMpoBaHnsa 6yneT BbiBeAEHO
npeaynpexaeHne n napamMeTp He byaeT YUTEH.

o [paHynApHoe BoOcCCTaHoBNeHWe. Mcnonb3ynte ¢yHKUMM JaHHOro 6noka, ecnu
HEeOOXO0ANUMO BbIMOMIHUTL BOCCTAHOBMIEHME TOJSIbKO HEKOTOpbIX ¢annos wu/unmv
KaTanoros (pucyHok 24). [JaHHbIA TWUM BOCCTAHOBNEHUA AOCTYMEH TONbKO ANA
pe3epBHON KOMWU, BbIMNOSIHEHHOW C cOo34aHMeM cneuundukaunm pesepsupyeMbix
dannoB n kaTanoroB (akTMBMpOBaHHbIM nepekoyaTenem file_list B TOHKMX
HacTpomkax Mogyns).
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paHynApHOe BOCCTAaHOBNEHWE
N06aBWUTb 06BLEKTH
MpaHynspHOe BOCCTaHOBNEHME B HAaCTOALLEe BPEMA OTK/IOYEHO.

Y106bl BKAKYUTE FPaHyNspHoe BOCCTaHoBAeHWe, AobaBbTe HeobxoauMbie hainbl U3
paHHon PK, HaxxumMan Ha kHonky "[JobaBuTb 06beKTbI".

PucyHok 23. OKHO HacTpPONKW rpaHyNsspHOro BOCCTAHOBMEHUS PECYPCOB

[ins Bbl6Opa BOCCTaHaBNMBaeMbIX Manok WU ¢annos 13 cneundukaunum Haxx MuTe
KHOMKY «[06aBnUTb 06beKTbI» [+]. B oTKpbIBLIEMCS OKHEe BbibepuTe (BbloenuTte)
pecypcbl, KOTopble 6yAyT BOCCTaHOBMEHbl (PUCYHOK 25) M HaXMUTe KHOMKY

" Ru g &8 @

&« Cnucok (haitioB rpaHyNSPHOro BOCCTaHOBNEHUA v MpumeHuTs

u]

88 NaHenb MOHUTOPUHra m
G

] O6bekThI

¥ PazpeweHns Bnapeneu Pazmep OaTa Bpems Wmsa danna
@ CTpaTerum s e nobody/nobody 0 2024-09-20 07:32:08 Users
e nobody/nobody 0 2024-09-20 07:56:44 Users\All Users
[E rnobanbHoe pacnucaHue
[s B nobody/nobody 0 2024-09-19 15:45:24 Users\Default
YnanénHas pennvkauus L I—— nobody/nobody 0 2018-09-15  10:19:00  Users\Default\AppData
@ PenosuTopuii [« nobody/nobody 0 2024-09-19 15:45:24 Users\Default\AppData\Local
[ nobody/nobody 0 2024-09-19 15:45:24  Users\Default\AppData\Local\A
] Oyepeas 3apay
[ nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\H
Cepsepbl RuBackup nobody/nobody 0 2018-09-15  10:19:00  Users\Default\AppData\Local\M
@ YKypHansl nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
_ nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
2 ADMUHUCTpUpOBaHue
nobody/nobody 0 2024-09-19 15:45:24 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:03 Users\Default\AppData\Local\M
e nobody/nobody 117941 2018-09-15 10:16:48 Users\Default\AppData\Local\M
a rubackup@ubuntu22-1 (TR nnhndv/nnhndw n 2018-N8-15 1N0-19-0N llzers\NefanlfAnnDatall nralihv

PucyHok 24. OkHO Bbl6opa pecypcoB Mpu rpaHyIspHOM BOCCTaHOBNEHUN
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B 6nok «["paHynapHoe BocCcTaHOBNeHME» ByayT AobaBneHbl BblbpaHHbIe pecypchbl
(pncyHok 26). B paHHOM OKHE BO3MOXHO pefakTupoBaHue Bblbopa — BblbpaH-
Hble pPecypcCbl MOXHO yOanunTb M3 CAUCKa BOCCTaHaB/IMBAEMbIX OOBLEKTOB WU
[,06aBNUTb HOBble OOBEKTHI.

paHynsapHOe BOCCTaHOBNEHWE

No6asnTb 06bekTol  [i] UckniounTe obbekTol & OYMCTUTL BCE

¥ BeibpaHHble 06beKThI

Users\AamuHucTpaTtop\Pictures
Users\AaMuHUcTpaTop\Pictures\desktop.ini

Users\AamuHucTtpaTtop\PrintHood

PuncyHok 25. OKHO penakTnpoBaHuaA Bbl60pa pecypcoB rpaHynapHOro BoCCTaHoBeHUA

4. MNMpoBepbTe X0h4 BbINOSIHEHUA Pe3epPBHOro KOMMpoBaHUs B OKHe «O4yepefb 3agauy».
Mpw ycnewHoM 3aBepLUEHNN BOCCTAHOBIEHUA Pe3epPBHON KONUM COOTBETCTBYHOLLAA
3aja4a Ha BOCCTaHOB/eHMe nepengeT B ctatyc «Done» (BbIMOMHEHO).

10.6.2. B TepMmuHane

BoccTaHOBNEHME pe3epBHOI KONUM C MOMOLLLbIO YTUINTbI

LleHTpannsoBaHHOe BOCCTaHoBMeHMe BM un3 pe3epBHOW KOMUM BO3MOXXHO Mocpen-
CTBOM YTUNUTbI KOMaHAHOW CTPOKWU rb_repository.

JlokanbHoe BoccTaHoBneHne ¢annoson cuctembl Windows 13 pesepBHOM Konuu Ha
KnneHTe PK BO3MOXHO MNOCPeACcTBOM YTUAUT KOMaHAHOW CTPOKU rb_archives wnnu
rb_repository.

BbINONHUTL NOKasnbHOE BOCCTAHOB/IEHME PE3EPBHOM KOMUWU (C HacTpomKaMm MopLyIs
dannoson cuctembl Windows) Ha KJIIMEHTE pPe3epBHOro KOMMpoBaHMUA Mog ynpasre-
Hnem OC Windows:

C:\RuBackup-win-client\bin\rb_archives.exe -x <id> -d <restore_path>

roe:

e NapamMeTp -X yKasblBaeT Ha BOCCTaHOBJIeHMe PK mnn Lenoykn pesepBHbIX KOMUn,
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<id> — npeHTnoMKaTop BOCCTaHaBINBAEMOW Pe3epBHON KOMUK, ANa npocmoTpa id
BCEX pe3epBHbIX KOMWUM, BbIMOMHEHHbIX TEKYLWUM KneHToM PK, BbINoNHUTE B Tep-
MUHane knueHta PK komaHay:

C:\RuBackup-win-client\bin\rb_archives.exe

e NapamMeTp -d yKasblBaeT JloKaslbHbI KaTanor BOCCTAHOB/IEHUS PEe3epBHON KOMUW,
<restore_path> — nonHbIN NyTb [0 /I0OKaNIbHOro KaTasnora BocctaHoBneHus PK;

10.7. NMpocMTOp ouepenu sapav

10.7.1. NMpocmoTp ouepenu 3apav B "MeHeaXxepe agMUHUCTpaTOpa
RuBackup"

[nsa oTcneXxuBaHus BbIMNOSTHEHUA NpaBui NepenanTe B pasgen «Oyepedb 3agayy.

B paHHOM paspgene 3afjada rnosBASETCA B MOMEHT BbINOJIHEHUA CO34aHHOro npaswuna,
BbIMOJIHEHNA CPOYHOIr0 PE3epPBHOI0 KOMMPOBAHUSA, BOCCTAHOBNEHUA AaHHbIX 13 PK, rnpwu
npoBepke pesepBHOW Konuu, yganeHun PK nnu nepemeteHnm PK.

[locne ycnewHoro 3aBeplleHUsa 3afadn pe3epBHOro KOMMPOBaHUA pes3epBHasd Konus
OyfAeT NoMeLleHa B XpaHuiuLLLe pe3epBHbIX KOMUKM, a MHGopMaLus o Hen ByaeTt pasme-
LLleHa B pasaene «PenosnTtopuiny.

10.7.2. B TepMmuHane

OTcnexusaTb BbiNonHeHWe Bcex 3apgady CPK RuBackup BoO3MOXHO nocpencTtBoM yTU-
NNTbl KOMaHOHOW CTPOKMU rb_task_queue, BbINOSHMB KOMaHAY B KOHCOMM ANA MNpo-
CMOTpa BCcex 3ajav:

C:\RuBackup-win-client\bin\rb_task_queue.exe -v

OTcnexuBaTb BbINOMIHEHME 3a4a4y Ha KI/WEHTe pe3epBHOro KonmpoBaHMA BO3MO>XHO
nocpeacTBsomM YTUINTbI KOMaHgHoM CTPOKH rb_tasks, BbINOSIHMB KOMaHAy B TeEpMUHalne
ONA NpOoCMOTpa 3a4ay, BbINONHAEMbIX TEKYLLUM KNneHTOoM PK:

rb_tasks -v
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FnaBa12. YapaneHue

Ynanenve moayns ¢pannosbix cuctem Windows nponsBognTca TONbKO BMECTe C KJIMEH-
ToM PK RuBackup.

[na yaaneHve KnneHTa pe3epBHOro konmposaHna RuBackup:

e OCTaHOBUTE CEPBUC KJINEHTa pe3epBHOro KOMUpoBaHus, ANA 3TOro: OTKPOMTe Mnpu-
noxeHve «[ncnetyep cepBepoB» — «CpefgctBa» — «CnyX6bl», HANQNTE CepBUC
RuBackup Service n ocTaHOBUTE €ro;

e yaanuTe KJIMEHT pe3epBHOro KonmposaHus cpeacteamm OC Windows, OTKpbIB Npu-
noxeHuve «lMapameTpbi» — «[1PUNOXEHNA N BO3MOXHOCTU», BblbepuTe B CMUCKe
npunoxeHne RuBackup Client n HaXXMUTE KHOMKY «Yaanutby»;

e M0 XenaHuwo yganute nanky C:\RuBackup-win-client).
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naBa 13. NpunoxeHue 1

lpumep nucTuHra KOHPUrypaumoHHoro ¢avina knmeHta PK RuBackup C:\RuBackup-win-
client\etc\config.file.txt

# RuBackup configuration file

# created by rb_init 2024-0ct-03 13:52:52

#

#

centralized-recovery yes
use-local-backup-directory C:\RuBackup-win-client\tmp
node client

who-is-primary-server ubuntu22-1
client-inet-interface Intel(R) PRO/16006 MT Network Connection
deduplication-task-memory 268435456

logfile C:\RuBackup-win-client\log\RuBackup.log
parallelizm_media 8

parallelizm 8

parallel-tasks 1

rbd_algorithm sha2

rbd_block_size 16384

rbd_hash_length 256

client-shutdown_scenario cancel-if-tasks
use-product-uuid false

use-ip-instead-hostname false
reconnect-period-count 3
reconnect-period-timeout 206

reconnect-count 3

reconnect-timeout 5

digital-signature no

used-ip-version both
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naBa 14. NMpunoxxeHue 2

14.1. O6LWMe HaCTPONKMN MO Y/IA B NpoLecce
pe3epBHOro KonMpoBaHus

KHonka [EEMUERIEMGLEIEVRIDNEER npefocTaBnseT cregyowme napamMeTpbl  Ans

HAaCTPOWMKM MHOFOMOTOYHOIO PE3EPBHOI0 KOMMPOBaHUSA (PUCYHOK 27):

Ofuwme HaCTPORKK MOAYNA: Rule

worker parallelism 8 - +
enable_multithreading
enable_flexible_dedup
network_parallelism 8 - 4
memory_threshold 0 - +

deny_memory_exceed

deduplication ()

3HaYeHWA No YMon4yaH

PucyHok 26. OkHo O6LuiMe HaCTPOoKu Moayns (3HaYeHUsa No YMONYaHuo)

» napameTp «worker_parallelism» 3af0aeT KoNnMyecTBO MOTOKOB, KOoTopble 6yayT
obpabaTbiBaTb U AeAynIMumMpoBaTh 6/10KM AaHHbIX pecypca;

o« @ nepeknmoyatens «enable_multithreading» ana MHoronoTo4yHon nepepayn
[aHHbIX C MCMOSIb30BaHNEM CETEBbIX MOTOKOB B KOMMYECTBE, yKa3aHHOM B napa-
MeTpe network_parallelism;

« akTmeupyinte @ nepeknoyatens «enable_flexible_dedup» gna ncnonbsoBaHus
HECKOMbKUX Tabnuu, geaynnvkauum BMecTo OfHON. Vicnonb3yeTcsi BMecTe C nepe-
KnoyaTenem enable_multithreading gns NOBbILWEHNA CKOPOCTU pe3epBHOro KOMMpo-
BaHWUS;

e napameTp «network_parallelism» 3agaeT KOAMYeCTBO MOTOKOB, KOTOpble OyayT
nepefasaTb 6M0KM [aHHbIX Ha Meawnacepsep. Bbroku, noarotoBneHHble worker
noTokamu, cobupatoTca B bydepbl, KoTopble ByayT nepenaBaTbCA Ha cepsep. Pas-
Mep bydepa no ymonyaHuto coctasngeT 100 M6, HO ero MOXHO U3MEHUTb B ¢anse
rbfd.cnf ' B sHauennn napameTpa parcel-size. MNpu yBenuueHnn pasmepa bydepa
MOXeT 6bITb NPEBbIWEH pacxod NaMATH, 3afaHHbIN NnapamMeTpoM memory-threshold
B KOHUrypaunoHHoM daine oOCHOBHOrro cepsepa /opt/rubackup/etc/config.file.
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[ina orpaHuyeHnsa noTpebneHne onepaTUBHOM NaMATU KIIMEHTOM NPU pe3epBHOM KOMU-
POBaHMK, UCMONb3YNTE:

e napameTp memory_threshold ycTtaHaBnnBaeT BepXHIOK rpaHULLY UCNONb30BaHUA
onepaTmBHoM NamMaTK (B 6) Npu cosgaHnm pesepBHON Konnun. MMHUManbHoe 3Have-
HWe napameTpa paBHO 4, Npu MeHblleM 3HadyeHue napamMeTpa B npoLecce peseps-
HOro KONMpPoBaHUA ByaeT BbiBEAEHO NpefyrnpeXxaeHne n napameTp He byaeT YUTEH.

o akTuBupynte @ nepeknoyaTtenb deny_memory_exceed B cnydyae, ecnv npepbl-
Ayuwiasa MHKpeMeHTanbHasa pesepBHas Konus 6bina caoenaH sepcunen CPK RuBackup
paHee 2.1.1-a.84, a Tekyw,as Bepcma CPK RuBackup 2.1.1-a.84 n Bblilwe.

MpuBeaEHHbIE HACTPOWMKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM daine
OCHOBHOr0 cepBepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA faHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTOpa»
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naBa 15. NpunoxeHue 3

15.1. ToOHKMe HaCcTPONUKU MOA YA B NpoLecce
pe3epBHOro KonupoBaHus

ToHkue HacTpoiku moaynsa ¢ainosoit cuctembl Windows MOXHO U3MEHUTb HaXa-
TUEeM KHOMKMW - B none «Tun pecypca»(prcyHok 28).

File system WIN

file list

3IHaveHWs no YMONYaHWo

PucyHok 27. OKHO TOHKUX HacTpoek Mogynsa dannoson cuctemol Windows (3HayeHMsi MO yMOTYaHWIO)
MapameTpbl 4OCTYMHbIE ANA HACTPOWKMU:

o akTmBupynTe nepekntovatens «file_listy @) ona co3gaHusa cneundukaymm, cogep-
»Xallen Bce MMeHa ¢annoB apxmBa MeTafdaHHbIX pe3epBHOW Konuu. [JaHHaa cneuun-
dmKauma HeobxoauMa [N\ rPaHyNAPHOro BOCCTaHOBMEHMA ¢annoB U3 pe3epBHOM
Konuu;

 KHOMKa BO3BpaLLaeT nepektoyaTesls B COCTOAHUE AeaK-
TUBMPOBaH, KOTOPOE UCMOMb3YeTCs MO YMOMYAHMIO U 3HAYEHNE YCTAaHOBMIEHO B KOH-

ourypaumoHHom danne /opt/rubackup/etc/config.file.
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